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(~Abstract )
Modern cloud infrastructures and multi-tenant perimeter networks face severe operational risks from high-velocity volumetric
anomalies and asymmetric traffic skews. Traditional signature-based systems and static deep learning models frequently suffer
from line-rate processing bottlenecks, alert fatigue, and poor adaptation to zero-day attack variants. To address these perimeter
protection challenges, this study presents an edge-deployable, spatial-temporal defense architecture integrating a parallel
Conv1D-BIiLSTM feature extraction core with dynamic Nelder-Mead decision boundary calibration. The system processes
streaming flow telemetry by concurrently mapping localized packet-level signatures and tracking long-term chronological
sequence dynamics, bypassing the temporal context degradation typical of standard sequential models. Evaluated across distinct
enterprise and cloud environments—the UNSW-NB15 benchmark dataset (39 features) and the high-density BCCC-cPacket-
Cloud-DDoS-2024 profile (50 features)—the system achieves global classification accuracies of 95.00% (MCC = 0.8783) and
97.00% (MCC = 0.9218), respectively. Parametric Student's paired t-tests, Wilcoxon signed-rank evaluations, and post-hoc Tukey
HSD analyses (p < 0.05) confirm that these detection gains stem from architectural integration rather than stochastic
initialization. With a memory footprint of 2.45 MB and an average inference latency of 30.77 ms per 10,000-packet batch, the
proposed framework provides a practical, high-throughput solution for real-time cyber telemetry isolation in modern cloud
networks.

Keywords: Intrusion Detection Systems, Cloud Security Architecture, Convolutional Neural Networks, Bidirectional LSTM,
Jarallel Fusion Networks, Nelder-Mead Optimization, Statistical Significance Testing.

A
Table 1: Symbol and Abbreviations

Symbol - Symbol -

A)l;brevigtion Description A)I’Jbrevigtion Description

T Dynamic Threat-Separation Al Artificial Intelligence
Probability Threshold / Envelope

F Variance Ratio Statistics Value in ML Machine Learning
ANOVA Testing

m Global System Trainable Model / DL Deep Learning
Pipeline Mass

a Optimization Stochastic Gradient IDS Intrusion Detection System
Acceleration

X Tensor Dimension Matrix DDoS Distributed Denial of Service
Multiplier Vector (e.g.,3 X 13)
T Student's Parametric Mapped DoS Denial of Service

Statistical Significance Test Value

BiLSTM Bidirectional Long Short-Term SLA Service Level Agreement
Memory

MCC Matthews Correlation Coefficient ANOVA Analysis of Variance

ROC Receiver Operating Characteristic SMOTE Synthetic Minority Over-sampling

Technique

F1-Score Harmonic Mean of Precision and CNN Convolutional Neural Network
Recall

DPI Deep Packet Inspection ConvlD One-Dimensional Convolutional

Layer
PCAP Packet Capture LSTM Long Short-Term Memory
SVM Support Vector Machine KNN K-Nearest Neighbors
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RF Random Forest HSD Honestly Significant Difference
(Tukey's Post-Hoc Test)

1. Introduction

The transition toward hyper-scalable cloud architectures and software-defined perimeters has expanded
corporate attack surfaces, making networks vulnerable to high-velocity volumetric anomalies [1].
Distributed Denial of Service (DDoS) vectors exhaust edge interfaces, load balancers, and hypervisor paths
within seconds, triggering severe Service Level Agreement (SLA) breaches [1, 2]. Legacy signature-based
firewalls and Deep Packet Inspection (DPI) engines incur severe computational latency at gateway routers
and fail to identify zero-day attack mutations [3, 4].

While data-driven deep learning architectures automate feature extraction, deploying them into live multi-
gigabit-per-second (multi-Gbps) telemetry flows introduces three critical engineering failure modes:

1. Telemetry Collinearity and Ingress Bottlenecks: Raw flow profiles contain high-dimensional
collinear noise [5, 6]. Processing unoptimized feature vectors at line rate increases per-packet inference
latency, exhausting memory queues on edge appliances [1].

2. Spatial-Temporal Decoupling: Conventional deep architectures process traffic streams either as
isolated spatial topological snapshots (via 1D-CNNs) or as linear temporal sequences (via LSTMs) [7, 8].
This decoupling fails to concurrently capture localized packet signatures and long-term connection
recurrence states, triggering false-alarm cascades during volatile traffic bursts [1].

3. Rigid Classification Boundaries: Standard detection engines employ fixed softmax probability
envelopes (typically hard-coded at t = 0.50) [9]. In multi-tenant cloud networks with dynamic class
imbalances, fixed boundaries lead to high false-positive cascades and threat leakage [9, 10].

1.1 Well-Defined Engineering Problem Statement

Modern hyper-scalable cloud infrastructures process continuous telemetry flows across software-defined
perimeters. In real-world network engineering environments, an intrusion detection system must resolve
line-rate ingress throughput while suppressing false alarms under severe traffic skewness.

Engineering Objective: The goal of this work is to design, deploy, and benchmark a low-latency, edge-
compatible spatial-temporal defense framework. The system must eliminate high-entropy telemetry noise,
preserve spatial-temporal sequence integrity, and dynamically calibrate threat-separation envelopes (1)
without backpropagation overhead, ensuring line-rate operational stability across heterogeneous cloud
perimeters [1].

1.2 Primary Contributions

o Engineering-Centric Parallel Architecture: We design a parallel dual-stream engine (ConvlD +
BiLSTM) that simultaneously extracts spatial packet-level signatures and chronological sequence dynamics
without temporal gradient loss [7].

o Three-Tier Noise Reduction Filtering: We construct a joint statistical filter combining Analysis of
Variance (ANOVA F-testing), Information Gain (IG), and Extra Trees ensembles to prune multicollinear
noise [6].

o Offline Dynamic Threshold Calibration: We integrate derivative-free Nelder-Mead simplex
optimization to dynamically sweep decision boundaries (t). By decoupling boundary calibration from
online backpropagation, the system locks peak Matthews Correlation Coefficient (MCC) envelopes without
introducing runtime latency overhead [10].

e C(Cross-Domain Validation & Hypothesis Testing: We validate system stability across enterprise
perimeters (UNSW-NB15) [2] and multi-tenant cloud networks (BCCC-cPacket-Cloud-DDoS-2024) [1],
proving deterministic performance gains (p < 0.05) via Student's paired t-tests, Wilcoxon signed-rank
tests, and Tukey HSD matrices [8].

1.3 Engineering Justification and Operational Applicability

Deploying deep-learning architectures into live high-speed cloud perimeters introduces fundamental
network engineering challenges that go beyond algorithmic classification accuracy:

1. Ingress Buffer Bottlenecks: Unoptimized high-dimensional telemetry saturates memory queues on
edge gateways. By deploying a joint 3-tier statistical filter (ANOVA F-testing, Information Gain, and Extra
Trees), the proposed system reduces feature dimensions to 39 (UNSW-NB15) and 50 (BCCC-2024),
achieving an ultra-compact memory footprint of 2.45 MB suitable for resource-constrained SmartNICs and
edge appliances.

2. Zero Runtime Optimization Delay: To eliminate line-rate processing delays, the Nelder-Mead simplex
search operates strictly as an offline boundary calibration phase. During live traffic ingestion, the
framework runs purely feedforward pass without runtime backpropagation, maintaining an execution
latency of 30.77 ms per 10,000-packet batch.

3. Mitigating False Alarm Cascades: Fixed decision boundaries (z = 0.50) trigger severe false-positive
cascades during dynamic volumetric DDoS bursts. Deriving domain-adaptive thresholds (r = 0.5584) via
derivative-free MCC optimization stabilizes operational throughput and mitigates threat leakage without
line-rate degradation.
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4. Hardware Feasibility Profiling: Unlike purely theoretical models, the framework is validated against
real-world deployment parameters—including execution latency, memory footprint, Matthews Correlation
Coefficient (MCC), and batch throughput—satisfying the operational requirements of modern software-
defined security perimeters.

2. System Description and Methodology

Optimized Feature Payload (X opt)

AN |

1D-CNN Spatial Path { BiLSTM Temporal Path

-

(Local Packet Signatures) (Chronological Context)

N

Tensor Concatenation Fusion

Dense Ingestion Layer

=

Nelder-Mead Simplex Engine
(Offline Envelope 1)

Figure 1: High-level parallel spatial-temporal fusion and decision boundary calibration
architecture.

2.1 Preprocessing and Three-Tier Feature Optimization
Let the raw input telemetry matrix be defined as X € RV*P, where N represents packet instances and D
denotes baseline feature dimensions. To prevent scale divergence, Min-Max scaling maps attributes to a
uniform bound X, .., € [0,1]:
Xnorm = %
max min
Class parity is established using SMOTE (K = 5 nearest neighbors). New synthetic minority instances x,,,
are generated along the vector line segments connecting reference instance x; and neighbor X;:
Xpew = X; + /1(.%1 - xi), 1E [0,1]
Dimensionality reduction is executed via a joint three-tier statistical filter:
1. ANOVA F-Test: Prunes features failing the variance significance cutoff (¢ = 0.05).
2. Information Gain (IG): Retains attributes satisfying I (Y; X ) > 0.02 to ensure high entropy reduction:
1(Y;X;)) =H(Y) - H(Y|X;)
3. Extra Trees Ensembles: Retains attributes passing an absolute Gini importance threshold of = 0.005.
Cumulative filtering condenses raw telemetry into 39 discriminative attributes for enterprise traffic
(UNSW-NB15) and 50 attributes for cloud telemetry (BCCC-cPacket-Cloud-DDoS-2024).
2.2 Parallel Spatial-Temporal Feature Extraction
Reduced feature vectors X, pass concurrently into two non-sequential streams:
e Spatial Stream (Conv1D): Sliding 1D convolutional kernels extract localized topological correlations
across neighboring parameters.
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e Temporal Stream (BiLSTM): Forward and backward recurrent states track long-term chronological
flow dependencies and inter-arrival bursts.

Intermediate feature vectors are merged via tensor concatenation to produce a unified spatial-temporal
tensor map I, which is routed through a fully connected dense ingestion layer to output initial continuous
prediction probabilities P.

2.3 Non-Gradient Nelder-Mead Decision Boundary Calibration

To replace static softmax limits (7 = 0.50), a derivative-free Nelder-Mead simplex algorithm optimizes

decision boundary t by directly maximizing the Matthews Correlation Coefficient (MCC):
MCC = TP x TN — FP X FN

/(TP + FP)(TP + FN)(TN + FP)(TN + FN)
The simplex updates candidate threshold vertices through reflection («,, = 1.0), expansion (f,, = 2.0),
contraction (¥,,, = 0.5), and shrinkage (o,,, = 0.5) until convergence (¢ < 107°):

T = Te + Aum(Te = Tworst)

This derivative-free search operates offline during setup or maintenance sweeps, locking optimal
envelopes (t = 0.5584 for UNSW-NB15) without imposing gradient updates or backpropagation latency
during online packet processing.
Operational Latency & Optimization Overhead:
A critical consideration for edge-gateway deployment is the computational overhead introduced by
threshold tuning. In our architecture, the derivative-free Nelder-Mead simplex search operates strictly as
an offline boundary calibration phase during initial system setup or periodic maintenance sweeps. It does
not execute during real-world online packet processing. During active traffic ingestion, incoming telemetry
vectors undergo a lightweight feedforward pass through the trained model without computing gradients
or updating simplex vertices. As a result, the dynamic calibration mechanism preserves high throughput
while maintaining an exceptionally low inference latency of 30.77 ms per 10,000-packet batch, avoiding
packet queuing bottlenecks at the perimeter.
Implementation Parameters
Models were executed within a cloud compute environment (Intel Xeon CPU, NVIDIA Tesla T4/A100 GPU,
25 GB RAM) using Python, TensorFlow/Keras, PyTorch, and SciPy. Datasets were ingested via Pandas and
Dask arrays, with visualizations rendered at 1200 DPI. Hyperparameters are summarized below:

Table 2: Implementation Parameters
Module Parameter Primitive Configuration Value
SMOTE K-Neighbors / Target Ratio | K =5/ 1:1 Parity

Structural Sub-
Balancing & Scaling

Feature Selection ANOVA « / 1G Cutoff / Extra Trees p<0.05/1>=0.02/>=0.005

Spatial Engine (Conv1D) Filter Count / Kernel Width /
Activation

Hidden Units / Recurrent Dropout

64-128 Filters / K,, = 3 / ReLU

Temporal Engine
(BILSTM)

64-128 Units / 0.2-0.3 Rate

Optimization Core Base Learning Rate / Batch Size n=10"3/B, = 64-128

Nelder-Mead Tuning Initial Step Size / Target Metric As = +0.05 / Maximize MCC

Table 3: Domain-Specific Architectural Feature Configuration Matrix

Architectural Stage /
Parameters

UNSW-NB15 Benchmark
Domain

BCCC-cPacket-Cloud-DDoS-2024
Domain

Network Security Domain

Enterprise Perimeter Network
Traffic

Multi-Tenant Cloud Data
Infrastructure

Primary Telemetry Type

Mixed Network Flow Attributes

Continuous Parquet Packet
Captures

Preprocessing Engine

Min-Max Normalization +
SMOTE

Min-Max Normalization + SMOTE

Feature Selection Filter

3-Tier (ANOVA + IG + Extra
Trees)

3-Tier (ANOVA + IG + Extra Trees)
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Target Feature Count

39 Highly Discriminative
Features

50 Highly Discriminative
Features

Deep Learning Pipeline

Parallel Conv1D

Fusion Layer Type

Tensor Vector Concatenation

Tensor Vector Concatenation

Optimization Target

Matthews Correlation Coefficient
(MCQ)

Matthews Correlation Coefficient
(McCQ)

Boundary Calibration Core

Non-Gradient Nelder-Mead
Simplex

Non-Gradient Nelder-Mead Simplex

Target Decision Boundary

Adaptive Threat Envelope (1)

Adaptive Threat Envelope (1)
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Figure 2 Proposed Block Diagram
This integrated algorithm formalizes multi-domain data ingestion by executing Min-Max scaling and
SMOTE density equalization across both the UNSW-NB15 and BCCC-2024 datasets. The balanced network
telemetry is then subjected to a three-tier joint filter (ANOVA, IG, and Extra Trees) to isolate highly
discriminative feature matrices. Next, dual-stream parallel neural architecture simultaneously extracts
spatial and temporal structural context via Conv1D and BiLSTM layers. The resulting intermediate feature
tensors are concatenated into a unified map to output continuous prediction indicators. Finally, a non-
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gradient Nelder-Mead simplex optimization engine dynamically sweeps the loss space to lock in the optimal
domain-adaptive classification threshold (7) that directly maximizes the Matthews Correlation Coefficient.

Algorithm 1: Joint Cross-Domain Feature Ingestion & Parallel Neural Boundary Calibration
Input: Raw Telemetry D,..., Dgrec, Target Labels Y

Output: Optimal Threat Boundary Threshold t*

Phase 1: Pre-processing & Feature Filtering

1: For each domain d [i] {Dyyey, Dpcec) do

2: Apply Min-Max Normalization: X, = (X = Xgn) 7/ (Xeax = Xuin)
3: Apply SMOTE (K=5) to balance class parity (1:1 target ratio)
4: End For

5. Execute 3-Tier Filter (ANOVA F-Test + IG + Extra Trees) - Extract X, (39/50 Teatures)
Phase 2: Parallel Deep Feature Extraction (ConviD-BilLSTM)

6: Route X, concurrently into parallel streams:

7: Stream A: Spatial Path — ConvlD (64-128 filters, K_=3, RelU)

8: Stream B: Temporal Path - BILSTM (64-128 hidden units, Dropout=0,2)

9: Concatenate spatial & temporal feature maps — Tensor I

16: Compute prediction probabilities P - Dense Ingestion(I)
Phase 3: Nelder-Mead Simplex Boundary Optimization

11: Initialize 1D Simplex vertices 1,, T, in threat bounding space

12: While convergence metric £ 2 1079 do

13: Evaluate Loss: f(ty) — 1 - MCC(P, Y, T,)
14: Compute Reflection: v, « 1  + @ (T, - T ..)
15: Update Simplex via Expansion (B, ), Contraction (y.), Shrinkage (o)

16: End while

17: Return Optimal Threshold t* - v,

Figure 3 Algorithm Pseudocode

Table 4: Comprehensive Comparative Analysis of Intrusion Detection Architectures

Model Feature Classification | Volumetric Multi-Class Computational
Architecture Optimization | Boundary DDoS Threat Gradient
Topology Layer Method Handling Isolation Overhead

(BCCC-2024) (UNSW-NB15)
Traditional Single-Stage Static Softmax | Moderate Low (Suffers High
Sequential CNN- Wrapper Threshold from class Backpropagatio
LSTM skew) n
Standalone Information Gradient Poor Moderate Medium
XGBoost Array Gain (IG) Only | Boosting Trees | (Volumetric

saturation)
Stacked Deep Unsupervised Fixed Moderate Low Very High
Autoencoder PCA Probability

Map
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Proposed Parallel | 3-Tier Joint Dynamic Exceptional High Ultra-Low

Conv1D-BiLSTM Filter (ANOVA | Nelder-Mead | (Robust to Precision (No | (Non-gradient
+IG + Extra Simplex (1) heavy bursts) | boundary calibration)
Trees) drift)

Comparative Analysis and Discussion

To rigorously evaluate the architectural efficacy of the proposed paradigm, a comprehensive multi-criteria
comparative assessment is conducted against conventional baseline models across both high-velocity
cloud scenarios (BCCC-2024) and heterogeneous enterprise profiles (UNSW-NB15).

From an engineering implementation perspective, high classification accuracy on benchmark datasets does
not automatically translate to robust operational deployment. A critical systemic flaw in existing machine
learning intrusion detection setups is their sensitivity to static decision boundaries, which leads to severe
alert fatigue and false-positive cascades during real-world dynamic traffic bursts. The practical value of our
framework goes beyond metric maximization; by adaptively tuning the threat-separation envelope (7) via
derivative-free simplex optimization, the pipeline stabilizes operational throughput, reduces
computational overhead, and preserves critical bandwidth across edge and cloud network interfaces.

3. Results and Discussion

3.1 Empirical Performance and Verification

Evaluated over heterogeneous test splits, the parallel Conv1D-BiLSTM architecture demonstrates high
multi-class threat isolation stability.

Operational Balanced Correlation Matrix & System Verification Profile
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Table 5: Comprehensive Cross-Domain Classification Performance Matrix
Evaluation Class Precision | Recall | Macro | Support | Global PR- MCC
Domain Profile F1- Samples | Accuracy | AUC Index

Score

BCCC- Attack | 0.98 091 0.95 170,436 0.97 0.9946 | 0.9218
cPacket- Benign | 0.96 0.99 0.97 349,178
Cloud-2024 Macro | 0.97 0.95 0.96 519,614

Avg
UNSW-NB15 | Attack | 0.93 0.90 0.92 56,000 0.95 0.9956 | 0.8783
Benchmark | Benign | 0.95 0.97 0.96 119,341

Macro 0.94 0.93 0.94 175,341

Avg

Empirical Feature Valuation and Information-Theoretic Analysis

3.2 Feature Importance and Information-Theoretic Analysis

Mutual information (MI) scores for the BCCC-2024 cloud domain confirm a dominant dependency on
packet Inter-Arrival Time (IAT) derivatives (packet_iat_total, fwd_packets_iat_min, and packets_iat_mean
exceed MI > 0.45). This demonstrates that temporal spacing is the primary structural signature for cloud
DDoS vectors.

Conversely, Extra Trees ranking on UNSW-NB15 shows that state-based telemetry (attack_cat, ct_state_ttl,
rate, dbytes) dictates information splits, proving that protocol connection states carry higher
discriminative power than raw spacing in enterprise networks.

Information-Theoretic Feature Impartance Ranking (Top 20 MI Spaces)
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Figure 6 BCCC Feature Importance Graph
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Figure 7 UNSW Feature Importance Graph
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To evaluate the statistical relevance of the selected features, we analyzed mutual information (MI) scores
alongside ensemble ranking distributions (Figures 6 and 7). The resulting profiles verify that our joint
filtering mechanism successfully isolates high-entropy threat indicators while removing redundant,
multicollinear noise.

e BCCC-cPacket-Cloud-2024 Domain (Figure 6): The MI metrics indicate a strong dependence on
temporal traffic parameters. Inter-Arrival Time (IAT) metrics—specifically packet_iat_total,
fwd_packets_iat_min, and packets_iat_ mean—consistently crossed an MI threshold of 0.45. This pattern
highlights that temporal packet spacing serves as a core structural fingerprint for isolating volumetric cloud
DDoS vectors. Furthermore, directional header fields and TCP window adjustments (fwd_init_win_bytes)
retained strong discriminative stability even during heavy traffic saturation.

e UNSW-NB15 Domain (Figure 7): Ensemble feature importance reveals that connection state metrics
provide the highest classification value in enterprise setups. Primary splits were predominantly governed
by state dynamics (attack_cat and ct_state_ttl), followed closely by network transition rates (rate) and
directional volume metrics (dbytes, dload). These findings confirm that perimeter enterprise defense relies
more heavily on protocol transition states than on raw timing variations.

Ultimately, limiting model input to these top-ranked feature subsets mitigates optimization drift and
noticeably lowers per-packet computing overhead inside the parallel Conv1D-BiLSTM core

3.3 Boundary Calibration and Simplex Optimization

Threshold-dependent MCC trajectories evaluate the efficacy of derivative-free boundary tuning. On UNSW-
NB15, default fixed boundaries (t = 0.50) fail to achieve optimal stability. Nelder-Mead simplex tuning
resolves this limitation by converging at T = 0.5584, securing a peak MCC of 0.8783.

Computational Convergence Velocity and Learning Stability Analysis

The training dynamics and optimization landscapes of the parallel Conv1D-BiLSTM network (Figs. 8 and
9) demonstrate strong resistance to overfitting, gradient degradation, and validation stalling across diverse
network topologies.

e BCCC-cPacket-Cloud-2024 Domain (Fig. 8): The cross-entropy loss landscape transitions smoothly,
with validation loss tracking the training curve down to a terminal floor of 0.1008. Accuracy accelerates
rapidly, locking a 96.58% validation ceiling within 17 epochs. The absence of training-validation
oscillations confirms that three-tier feature selection effectively purged multicollinear noise prior to model
training.

e UNSW-NB15 Domain (Fig. 9): Categorical cross-entropy drops continuously to hit a terminal loss floor
0f 0.0993 by epoch 20. Classification accuracy surpasses 90.00% within 6 epochs, stabilizing at a validation
ceiling of 96.58%.

The tight synchronization between training and validation vectors across both environments confirms that
concurrent spatial grouping (Conv1lD) and temporal sequence tracking (BiLSTM) yield stable domain
adaptation and operational reliability under high-velocity traffic ingestion.

Hybrid CNN-BILSTM Empirical Convergence Profile & Learning Stability Curves
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Parallel Pipeline Structural Convergence Velocity & Gradient Optimization Profiles

Cross-Entropy Loss Optimization Landscape Matrix Spatial Temporal Classification Accuracy Acceleration Profile
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Figure 9 UNSW Real Training Convergence Velocity

Packet-Level Confusion Matrix and Threat Isolation Analysis

The granular classification efficiency of the parallel spatial-temporal architecture is evaluated via binary
confusion matrices (Figs. 10 and 11), detailing exact instance counts and isolation boundaries:

e BCCC-cPacket-Cloud-DDoS-2024 Domain (Fig. 10): Under dense volumetric traffic, the pipeline
correctly isolates 155,058 True Positive (TP) malicious flows alongside 346,657 True Negative (TN) benign
instances. The model limits False Positives (FP) to 2,521 cases, demonstrating effective noise filtering
without triggering false-alarm cascades during volumetric saturation bursts.

e UNSW-NB15 Domain (Fig. 11): Evaluated at an optimized decision boundary threshold of t = 0.5584,
the system accurately identifies 50,355 true attack profiles and validates 115,775 benign flows.
Classification drift is strictly bounded, recording 3,566 False Positives (FP) and 5,645 False Negatives (FN).
These empirical distributions confirm that coupling three-tier feature selection with parallel Conv1D-
BiLSTM routing provides high predictive stability and minimal threat leakage across distinct enterprise
and cloud network topologies.

Genuine Binary Confusion Matrix (Attack vs Benign)
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Figure 10 BCCC Binary Confusion Matrix
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Evaluation Matrix (Threshold: 0.5584)
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Figure 11 UNSW Binary Confusion Matrix

Latent Space Manifold Visualization and Clustering Interpretation

High-dimensional manifold analysis using t-Distributed Stochastic Neighbor Embedding (t-SNE) (Figs. 12
and 13) evaluates the discriminant efficiency of the dense spatial-temporal representations, illustrating
clear segregation between benign baselines and attack vectors.

e BCCC-cPacket-Cloud-2024 Domain (Fig. 12): The latent projection confirms tight geometric
boundary enforcement. Benign network flows condense into a distinct linear manifold along the right side
of the embedding space, while multi-class DDoS signatures cluster into well-separated sub-groups on the
left. This structural separation proves that spatial convolutional extractors resolve non-linear cloud
telemetry inputs without class overlap.

e UNSW-NB15 Domain (Fig. 13): The manifold projection shows clear topological cluster isolation.
Benign traffic forms a unified central cluster, whereas heterogeneous intrusion profiles are mapped
outward into distinct peripheral islands.

This clear spatial resolution demonstrates that combining parallel temporal sequencing (BiLSTM) with
derivative-free Nelder-Mead threshold tuning resolves high-variance traffic signatures, maintaining
operational stability across perimeter protection loops.

Manifold Visualization of Network Traffic Embedding Space ({-SNE)
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Figure 12 BCCC t-sne Projection
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2D t-SNE Spatial Embedding Projection of Network Traffic
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Figure 13 UNSW t-sne Projection Nelder-Mead Simplex Calibration Proof

Optimization Boundary Calibration and Threshold Analysis

The mathematical stability and operational utility of the adaptive decision boundary engine are validated
via threshold-dependent Matthews Correlation Coefficient (MCC) trajectories across t € [0,1] (Figs. 14 and
15), evaluating the optimization capability of the derivative-free Nelder-Mead simplex search framework.
e BCCC-cPacket-Cloud-2024 Domain (Fig. 14): The threshold trajectory forms a resilient performance
plateau across the central decision space, securing a peak MCC of 0.9174 at T = 0.50. The sharp correlation
drop-off beyond t = 0.80 illustrates the vulnerability of fixed high-threshold configurations, which
introduce severe false-negative threat leakage during volumetric DDoS bursts.

e UNSW-NB15 Domain (Fig. 15): The correlation profile displays a non-linear geometric trajectory
where standard default boundaries (7 = 0.50) fail to achieve optimal stability. Nelder-Mead simplex tuning
resolves this limitation, converging directly at a finely calibrated operational threshold of t = 0.5584 to
achieve a peak MCC ceiling of 0.8783. The rapid degradation of the correlation score on either side of this
localized peak highlights the extreme sensitivity of perimeter intrusion boundaries.

These empirical optimizations confirm that integrating an automated, derivative-free threshold search
loop prevents predictive drift and maximizes balanced detection capacity across distinct target
infrastructure domains.

Matthews Corraelation Coefficient (MCC) vs Classification Decision Threshold
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Figure 14 BCCC Model MCC Vs Threshold Sweep
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Matthews Correlation Coefficient (MCC) vs. Threshold Curve
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Figure 15 UNSW Model MCC Vs Threshold Sweep

BCCC Cohens Kappa Vs Threshold Sweep: Fig 16. This graph evaluates the classification reliability of the
proposed model across varying decision thresholds using Cohen’s Kappa (k) coefficient. It shows that the
model maintains strong statistical agreement and peak reliability (x = 0.9157) at an optimal decision
threshold of 0.50. The curve stays exceptionally stable across a wide threshold range (0.30 to 0.80) before
dropping off at higher limits, proving that the system delivers consistent, high-confidence threat detection
well beyond random chance.

Cohen's Kappa («x) Reliability Coefficient vs Classification Threshold
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Figure 16 BCCC Cohens Kappa Vs Threshold Sweep
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Cohen's Kappa Reliability Profile vs. Classification Threshold
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Figure 17 UNSW Cohens Kappa Vs Threshold Sweep

Cohen's Kappa k Reliability Coefficient vs. Classification Threshold (UNSW Dataset): Fig 17.
Trajectory of the Cohen's Kappa k reliability coefficient as a function of the operational classification
decision threshold on the UNSW dataset. The model exhibits exceptional reliability and classification
agreement, achieving a maximum peak reliability of k. = 0.9157 atan optimized decision threshold of 0.50.
This high value indicates strong substantial-to-almost-perfect statistical agreement well beyond random
chance.

Precision-Recall Operational Equilibrium Profile (BCCC Dataset)

Fig. 18. Comprehensive precision-recall multi-threshold operational equilibrium profile evaluated across
the entire decision threshold spectrum using the BCCC dataset. The trajectory shows the critical
intersection point of the precision velocity and recall sensitivity curves and finds an optimal operating
equilibrium horizon at a threshold of 0.804. The exact decision boundary. This leads to a balanced
performance score of 96.72% for the system. This higher threshold for this equilibrium demonstrates the
model’s superior ability to aggressively suppress false positives while also maintaining an extremely high
true positive rate, making it a very good candidate for strict, high-confidence classification deployment.

Precision-Recall Multi-Threshold Operational Equilibrium Profile
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Figure 18 BCCC Model Threshold Tradeoff

Precision-Recall Multi-Threshold Trade-off Curve (UNSW Dataset) : Fig. 19 presents an analysis of the
precision-recall multi-threshold trade-off curves simulated across the operational classification threshold
spectrum using the UNSW dataset. By employing the Nelder-Mead optimization algorithm, we establish a
mathematically derived optimal operational threshold at 0.5584. The graph illustrates the inverse
relationship between precision and recall sensitivity of exact fit, confirming that this optimal threshold
effectively positions the model within a maximum efficiency zone. This approach reduces performance
degradation and addresses the classical trade-off, ensuring robust, consistent, and reliable detection of
minority classes in complex network traffic distributions.

Precision-Recall Multi-Threshold Trade-off Curve
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Figure 19 UNSW Model Threshold Tradeoff

Ablation Studies & Structural Superiority

Architectural Component Degradation and Ablation Study

Ablation studies (Figs. 20 and 21) quantify the functional criticality of individual components within the
unified architecture across both target environments.

Neural Architecture Component Degradation Matrix (Ablation Study)
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Figure 20 BCCC Ablation Studies

BCCC-cPacket-Cloud-2024 Domain (Fig. 20): The full architecture establishes a peak accuracy milestone
of 0.9514. Removing the 1D-CNN spatial layer (Variant 1) reduces accuracy to 0.9408, while isolating the
BiLSTM temporal stream (Variant 2) drops performance to 0.9286. Omitting the feature selection engine
(Variant 3) results in a catastrophic performance collapse to a baseline of 0.5000 due to collinear noise
saturation, confirming feature selection as a critical prerequisite for volumetric threat isolation.

Ablation Study: Quantifying Component Contributions on UNSW-NB15
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Figure 21 UNSW Ablation Studies

e UNSW-NB15 Domain (Fig. 21): The full pipeline yields a Macro F1-score of 0.9385 and an MCC of
0.8783. Removing SMOTE class balancing causes the MCC to drop sharply to 0.7012, highlighting its
necessity under severe class skewness. Omitting feature selection reduces the F1l-score to 0.8942.
Evaluating the Conv1D spatial stream without the BiLSTM temporal block degrades metrics to an F1-score
of 0.8615 and an MCC of 0.7843.

These empirical degradations confirm the mathematical synergy achieved by integrating synthetic class
balancing, three-tier feature selection, and dual spatial-temporal extraction.

Operational Efficiency and Hardware Trade-Off Analysis

Systematic evaluation across 10,000-packet batch workloads (Figs. 22 and 23) quantifies the operational
trade-offs between structural complexity, execution latency, memory footprint, and classification accuracy.
e BCCC-cPacket-Cloud-2024 Domain (Fig. 22): The operational efficiency matrix maps trainable
parameter space against runtime inference latency. While baseline CNN models exhibit low latency,
accuracy is severely constrained at 67.28%. Standalone LSTM baselines improve accuracy to 92.21% but
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expand parametric overhead. The proposed parallel ConvlD-BiLSTM architecture achieves a peak
validation accuracy ceiling of 96.58%, demonstrating that marginal increases in parametric space yield
super-linear gains in classification capacity.

e UNSW-NB15 Domain (Fig. 23): Multi-dimensional trade-off radar mapping demonstrates uniform
coverage across detection sensitivity, precision balance, Macro F1-score (93.90%), and global accuracy
(94.75%). The system maintains a low physical resource profile, requiring a normalized memory footprint
of 2.45 MB and an average inference latency of 30.77 ms.

This profiling confirms the architecture's real-time deployment feasibility for resource-constrained edge
gateways and high-throughput cloud security appliances.

Operational Efficiency Trade-off Matrix (10k Packet Batches)
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Figure 22 BCCC Complexity Vs Inference Latency
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Figure 23 UNSW Operational Efficiency Tradeoff Matrix

Classification Performance

The Theoretical Interpretation of Empirical Classification Matrix: The extensive quantitative
evaluation in Table 6 shows the cross-domain robustness of the parallel spatial-temporal architecture for
both highly structured enterprise traffic (UNSW-NB15) and high-velocity cloud telemetry vectors (BCCC-
2024). The framework achieves a high macro-averaged F1-score of 0.96 in the cloud platform and an
excellent Area Under Precision-Recall curve (PR-AUC) of 0.9946, verifying that the dynamic Nelder-Mead
threshold sweep successfully removes prediction bias under heavy traffic bursts. Moreover, the Matthews
Correlation Coefficient (MCC) outputs of 0.9218 and 0.8783 are mathematically certified for the validation
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of the symmetric distribution. The balanced performance on both datasets is different from the usual
baseline configurations that suffer from serious drop-offs in detecting sparse minority attacks. This
indicates that the concurrent Conv1D spatial grouping and BiLSTM temporal tracking modules successfully

preserve multi-class structural signatures during feature ingestion.

Table 6: Comprehensive Classification Performance Matrix

Evaluation Network Target Area Area Matthe\{vs
. . F1- System Under Correlation
Domain Class Precision | Recall Sample Under PR . .
. Score Accuracy ROC Coefficient
(Dataset) Profile Support (AUC) (PR-AUC) (MCC)
Attack 0.98 091 0.95 1,70,436
BCCC- .
cPacket- Benign 096 099 | 097 | 349178 0.97 0.99 0.9946 | 0.9218
Cloud-2024 | Macro 0.97 095 | 096 | 519,614
Avg
Attack 0.93 0.9 0.92 56,000
- Beni 9 97 9 1,19,341
UNSW-NB15 | Benign 095 0 096 3 0.95 0.9908 | 0.9956 | 0.8783
Benchmark Macro
Avg 0.94 0.93 0.94 1,75,341

Statistical Significance

Mathematical Verification through Rigorous Statistical Horizons: To ensure that the observed
performance enhancements are driven by genuine structural configuration advantages rather than
anomalous dataset initialization or initialization bias, rigorous hypothesis verification was performed as
detailed in Table 7. The empirical parametric evaluation using Student’s paired t-test yields extremely low
p-values 1.58 X 10~22for cloud and 5.68 x 1076 for perimeter benchmarks), which settle far below the
critical significance alpha limit (e = 0.05). This strict threshold violation is further cross-validated by the
non-parametric Wilcoxon signed-rank and One-Way ANOVA F-tests, systematically forcing the rejection of
the Null Hypothesis (H,) across all operational domains. Consequently, the statistical outputs provide
mathematical confirmation that the localized convergence achieved by the derivative-free simplex
bounding engine represents a deterministic architectural advancement in cloud network security
optimization.

Table 7: Rigorous Statistical Significance and Hypothesis Verification
Evaluated Test Calculated Asymptotic p- | HO Matrix | Research
Domain Primitive Statistic value Decision | Conclusion
BCCC-Cloud- | Student's T = 682.3282 1.58 x 10722 | Reject H, | Detection gains are
2024 Paired t-test statistically
deterministic (p <
0.05).
Wilcoxon W = 0.0000 1.95 x 1073 Reject Hy, | Confirms non-
Signed- parametric
Rank performance
superiority.
One-Way F =176,092.25 2.76 X 107°¢ Reject H, | High structural
ANOVA F- variance between
Test model variants.
UNSW- Student's T = 40.9076 5.68 X 1071¢ | RejectH, | Gains stem from
NB15 Paired t-test model integration,
not random
initialization.
Wilcoxon W =0.0000 6.10 x 1075 Reject H, | Confirms
Signed- architectural stability
Rank across enterprise
baselines.
Ablation Study:

Architectural Degradation and Structural Core Quantification: Table 8. The logs of the isolative
dependency systematically record the performance degradation penalty when isolating each structural
building block from the core pipeline. Absolute degradation analysis shows that the absence of the 3-tier
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joint feature selection filter leads to the most severe degradation in the entire network infrastructure.
Volumetric tracking capabilities are pushed to a baseline metric of 0.5000 due to multicollinear feature
noise saturation. Similarly, decoupling the spatial balancer (SMOTE) adds an extreme classification penalty
of -12.61% on macro-level features, showing how data skew adds severe processing drift if not corrected.
Finally, removing the BiLSTM layer causes a significant -7.70% decrease in F1-score. The mathematical
evidence here confirms that independent spatial convolutional arrays cannot capture the temporal
sequence behavior during dynamic network bursts, thus confirming the need for a parallel stream
configuration.

Table 8: Architectural Component Ablation Study and Degradation Penalties

Dataset Model Configuration | Macro MCC Absolute Technical Inference
Domain State F1-Score | Metric Shift /
Penalty
BCCC- 1. Full Pipeline 0.9514 0.9174 | Baseline Full spatial-temporal
Cloud- Architecture Reference integration yields peak
2024 bounds.
2. Ablated (w/o 0.9408 0.8912 —0.0106 Drop | Spatial topological
Conv1D Spatial features are lost.
Stream)
3. Ablated (w/o 0.9286 0.8650 —0.0228 Drop | Sequence context
BiLSTM Temporal degradation occurs.
Stream)
4. Ablated (w/o 3-Tier | 0.5000 0.0000 —0.4514 Drop | Systemic failure due to
Feature Selection) collinear noise
saturation.
UNSW- 1. Full Pipeline 0.9385 0.8783 | Baseline Balanced synergy
NB15 Architecture Reference achieved across all
modules.
2. Ablated (w/o 0.8124 0.7012 —12.61% Severe degradation
SMOTE Class Penalty from class skewness.
Balancer)
3. Ablated (w/o 3-Tier | 0.8942 0.8150 —4.43% Ingress latency inflates
Feature Selection) Penalty under raw features.
4. Ablated (w/o 0.8615 0.7843 =7.70% Spatial path alone fails
BiLSTM Temporal Penalty to track flow state.
Stream)

Comparative Benchmarking:

Quantitative Cross-Comparison Against Baseline Paradigms

The empirical comparative assessment (Table 9) demonstrates the classification superiority of the
proposed parallel spatial-temporal architecture over traditional machine learning and sequential deep
learning baselines:

o Shallow Classifiers (Naive Bayes, SVM): Shallow statistical models exhibit significant performance
degradation under high-velocity volumetric streams due to their inability to resolve non-linear boundary
limits.

¢ Ensemble Structures (Baseline XGBoost Array): Ensemble tree arrays effectively reduce processing
noise but fail to retain chronological sequence context, resulting in degraded multi-class threat isolation
under heavy network saturation.

e Sequential Deep Architectures (Stacked CNN-LSTM): Linear sequential routing triggers spatial
feature degradation before temporal sequence tracking occurs, limiting multi-class classification
boundaries.

e Proposed Parallel Conv1D-BiLSTM Framework: Decoupled dual-stream routing outpaces baseline
methods, achieving commanding Macro F1-scores of 0.94 on enterprise perimeters (UNSW-NB15) and 0.96
on volumetric cloud telemetry (BCCC-2024).

This cross-validation confirms that combining parallel spatial-temporal feature extraction with derivative-
free Nelder-Mead threshold tuning yields predictive stability superior to existing benchmark models.

Table 9: Quantitative Comparative Benchmarking Against Baseline Paradigms

Evaluated Model Architecture | System Precision | Recall | Macro MCC
Domain Topology Accuracy F1-Score | Index
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UNSW-NB15 Standalone Naive 0.7620 0.7410 0.7180 | 0.7293 0.5124
Domain Bayes
(Enterprise Classic Support 0.8240 0.8190 0.8050 | 0.8119 0.6380
Baseline) Vector Machine
(SVM)
Standard Decision 0.8715 0.8640 0.8590 | 0.8615 0.7392
Tree (C4.5)
Stacked CNN-LSTM 0.9130 0.9080 0.8990 | 0.9035 0.8115
(Sequential)
Proposed Parallel 0.9500 0.9400 0.9300 | 0.9400 0.8783
Conv1D-BiLSTM
BCCC-2024 Traditional Random 0.8410 0.8390 0.8120 | 0.8252 0.6790
Domain Forest
(Volumetric Multi-Layer 0.8655 0.8520 0.8490 | 0.8505 0.7240
Cloud) Perceptron (MLP)
Baseline XGBoost 0.8920 0.8870 0.8710 | 0.8789 0.7812
Array
Standalone BiLSTM 0.9245 0.9190 0.9120 | 0.9155 0.8430
Network
Proposed Parallel 0.9700 0.9700 0.9500 | 0.9600 0.9218
Conv1D-BiLSTM

Hardware Feasibility and Runtime Latency

To evaluate deployment feasibility, system metrics were profiled under a 10,000-packet batch ingestion
workload. The proposed architecture achieves an average inference latency of 30.77 ms per 10k batch
while demanding a memory footprint of 2.45 MB. This low resource requirement confirms operational
compatibility with edge routers, SmartNICs, and software-defined gateway appliances.

Hyperparameter Specification and Configuration Rationale

The absolute performance, convergence reliability, and generalization capability of the proposed parallel
spatial-temporal architecture are fundamentally governed by the structural hyperparameters calibrated in
Table 10.

e Spatial and Temporal Layers: The spatial extraction stream deploys consecutive 1D-CNN
configurations utilizing 64 and 128 kernel filter variants with a localized width of K,, = 3 to capture spatial
flow correlations. To preserve temporal sequence vectors during volumetric traffic bursts without
structural overfitting, BILSTM recurrent layers incorporate a dropout rate range of 0.2-0.3.

e Optimization and Boundary Calibration: Core neural weights are updated via an initial adaptive
learning rate of 1 = 1073, Concurrently, the derivative-free Nelder-Mead simplex module initializes local
search bounds using a discrete vertex step-size array of As = +0.05. This bounded search space ensures
that the dynamic threat threshold (t) locks into globally stable MCC peaks without optimization drift or
per-packet processing overhead.

These structural parameters—including 1D-CNN filter banks, localized kernel widths, BiLSTM dropout
bounds, and simplex step sizes—were systematically derived via exhaustive grid-search sweeps across
cross-validation folds to guarantee structural stability without overfitting.

Table 10: Optimal Hyperparameter and Optimization Configuration Matrix

Architectural Sub- System Hyperparameter Symbol / Variable | Operational
Module Primitive Configured
Value / Bounds
Data Preprocessing & | Synthetic Minority Over- SMOTE Ratio 1.0 (Balanced
Balancing sampling Technique Target Vector
Layer)
Spatial Feature Number of Convolutional Filters N¢ 64 / 128 Filters
Extraction Core (Conv1D)
Convolutional Kernel Width Kw 3 (Localized
Space Extraction Size)
Activation Function Topology W) Rectified Linear
Unit (ReLU)
Temporal Sequence Hidden Units Array (BiLSTM H, 64 / 128 Hidden
Tracking Loop Core) Elements Per
Stream
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Recurrent Dropout Coefficient D, 0.2t0 0.3
Rate (Overfitting
Constraint)
Neural Optimizer Initial Base Network Learning n 1073 (0.001
Framework Rate Adaptive Scale)
Neural Stream Training Batch B, 64 /128
Horizon Network
Instances
Categorical Loss Evaluation Lcg Binary /
Primitive Categorical
Cross-Entropy
Nelder-Mead Simplex | Initial Search Vertex Step Size As +0.05 (Local
Calibration Matrix Scaling Radius)
Simplex Reflection Vector Onm 1.0
Parameter
Simplex Expansion Vector Bam 2.0
Parameter
Simplex Contraction Vector Ynm 0.5
Parameter
Shrinkage/Reduction Parameter Onm 0.5
Limit

4. Conclusion and Engineering Implications

This study successfully engineered and validated a domain-adaptive, spatial-temporal network defense
architecture optimized via a derivative-free Nelder-Mead simplex engine for real-time intrusion and
volumetric cloud DDoS mitigation. By decoupling feature processing into concurrent 1D-CNN spatial
channels and BiLSTM temporal recurrence arrays, the system resolves temporal gradient degradation and
context loss common to linear sequential topologies. Additionally, integrating a three-tier statistical feature
selection matrix (ANOVA F-testing, Information Gain, and Extra Trees ensembles) strips multicollinear
telemetry noise, optimizing ingress data streams for low-latency processing.

Empirical evaluations across enterprise perimeters (UNSW-NB15) and multi-tenant cloud telemetry
(BCCC-cPacket-Cloud-DDo0S-2024) demonstrate high classification stability, securing Macro F1-scores of
0.94 and 0.96 alongside Matthews Correlation Coefficients (MCC) of 0.8783 and 0.9218, respectively.
Parametric and non-parametric statistical testing (Student’s paired t-tests, Wilcoxon signed-rank tests, and
Tukey HSD analyses with p < 0.05) mathematically confirms that these performance gains stem from
structural integration rather than stochastic initialization.

From an engineering deployment perspective, replacing online gradient-descent boundary schemes with
an offline Nelder-Mead threshold sweep () eliminates false-positive cascades without introducing runtime
latency during volumetric bursts. Operating within a 2.45 MB memory footprint and achieving an inference
latency of 30.77 ms per 10,000-packet batch, the framework satisfies line-rate processing requirements.
This demonstrates a scalable, resource-efficient engineering paradigm for real-time threat isolation in edge
gateways, software-defined perimeters, and cloud security infrastructures.

5. Future Implications

Future Work and Technical Expansion

While the proposed parallel spatial-temporal hybrid architecture demonstrates high cross-domain
robustness and boundary optimization efficiency, several engineering avenues remain open for technical
expansion:

e Multi-Threshold Calibration and Post-Training Quantization: Future work will scale the single-
boundary model into a multi-threshold paradigm (T4, T,) to distinguish transient suspicious flows from
explicit security anomalies. Additionally, applying 8-bit post-training quantization (INT8) will further
reduce memory consumption and per-packet execution latency, facilitating direct deployment on resource-
constrained SmartNICs and edge gateways.

e Adversarial Robustness and Generative Traffic Testing: Further investigation is required to fortify
the system against adversarial machine learning exploits. Future iterations will evaluate structural
resilience against Generative Adversarial Network (GAN)-driven traffic mutations engineered to bypass
the Nelder-Mead dynamic threat envelope (1).

e Continuous Online Learning and Concept Drift Adaptation: To address concept drift within dynamic
multi-tenant cloud environments, future developments will integrate asynchronous online learning
mechanisms. This will enable adaptive real-time updates to feature selection matrices and neural weights
without requiring full model retraining on historical datasets.
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