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Abstract 
Increased levels of digital transactions have created the need for more intelligent approaches to fraud detection and risk 
mitigation in enterprise digital payment applications. Rule-based approaches in fraud detection usually suffer from high levels 
of false positives, delayed responses and little adaptability to evolving fraud patterns. In this paper, an Adaptive Intelligent Risk 
and Fraud Detection (AIR-FD) Framework is proposed, which makes use of prediction, anomaly detection, adaptive risk scoring 
and automated decision-making response for enterprise digital transactions. A Design Science Research Methodology (DSRM) 
approach with experimental evaluation was used to design and test the AIR-FD Framework. For the experimental testing, the 
dataset comprised of 500,000 digital transaction records gathered from banking, eCommerce, mobile payments, authentication 
and transaction logs environment. The dataset processing involved duplication removal, missing values handling, normalizing 
the timestamp and behavioral features extraction. Classification and detection of fraud were consistently performed using a 
unified architecture comprising Random Forest, XGBoost, Isolation Forest, and LSTM models. Machine learning based model 
obtained 94.0% of accuracy in fraud detection, 92.8% of precision, 91.6% of recall, and 92.2% of F1-score, which is 18.7 
percentage points higher than that of rule-based approach. False positive rate decreased from 11.2% to 6.1%. In addition, 
detection latency was decreased from 42.6 seconds to 18.4 seconds. Meanwhile, automated risk mitigation process has 
decreased response time from 76 seconds to 14 seconds. The results showed that the combination of machine learning with 
anomaly detection and adaptive risk scoring greatly improves the security, decision-making processes, operation speed and 
financial risks mitigation of enterprises.  
  
Keywords: Machine Learning; Fraud Detection; Risk Mitigation; Real-Time Anomaly Detection; High-Volume Digital 
Transactions; Predictive Analytics; Isolation Forest; Long Short-Term Memory (LSTM); Random Forest; XGBoost; Adaptive Risk 
Scoring; Enterprise Security; Digital Payment Systems. 

 

Introduction 
Detection of fraud using machine learning has become one of the necessary solutions to guard digital 
transactions in the current enterprise systems. With the increasing popularity of digital banking, e-
commerce, mobile banking, and finance technologies, the number of online transactions has drastically 
grown. Traditional fraud detection methods usually work on the basis of predefined rules and patterns 
which make them ineffective when dealing with new kinds of fraud. The number of digital transactions that 
are carried out by organizations is in millions every single day, which poses huge challenges to the detection 
of fraudulent transactions. Fraudulent transactions not only lead to losses but disrupt business operations 
as well as decrease trust in customers [1]. Machine learning models study the transactional data in huge 
amounts to find unusual patterns of transactions and behavior of users and transactions. They keep on 
improving themselves using new data as well as adapt to changing fraud techniques without the need for 
any manual updates. The AIR-FD Framework for fraud detection and mitigation consists of data collection, 
feature engineering, prediction, anomaly detection, risk scoring, and decision making [2]. The approach 
helps enterprises to categorize transactions according to their likelihood of being fraudulent and take 
preventative action immediately. Risk mitigation is part of enterprise fraud management because it enables 
proactive recognition and prevention of any possible financial risks. Machine learning increases risk 
management capabilities through assessing the behavior of transactions, customers' profiles, devices' data, 
and their locations. Explainable artificial intelligence and governance tools also make fraud detection 
systems more transparent and accountable. The present research introduces the AIR-FD Framework for 
fraud detection and risk mitigation in the case of high transaction volumes in the digital environment. The 
framework is aimed at improving real-time fraud detection, decreasing financial risk, ensuring decision-
making accuracy, and enhancing transaction security of enterprises.  
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Research Contributions  
This study makes several original contributions beyond simply applying existing machine learning 
algorithms: 
• C1: Behavioral transaction feature engineering - development of 18 behavioral attributes (e.g., 
transaction frequency, device consistency, location deviation) to capture nuanced fraud patterns. 
• C2: Hybrid supervised + unsupervised fraud detection — integration of Random Forest and 
XGBoost (supervised) with Isolation Forest (unsupervised) to detect both known and novel fraud cases. 
• C3: Sequential behavioral risk analysis — application of LSTM models to analyze transaction 
sequences over time, enabling detection of evolving fraud strategies. 
• C4: Adaptive risk scoring and automated mitigation — dynamic risk scoring combined with 
automated responses (blocking, MFA, verification) to reduce fraud response time from 76 to 14 seconds. 
 

Method 
The most suitable research methodology for this study would be Design Science Research Methodology 
(DSRM) with experimental evaluation [3]. This method will allow the systematic design, development, 
implementation, and evaluation of a machine learning-based system to detect fraud and mitigate risks in 
high-volume digital transactions. The AIR-FD Framework will help improve real-time fraud detection, risk 
assessment, and automated decision making in corporate payment systems. In this regard, transaction data 
will be gathered from digital banking platforms, e-commerce solutions, mobile payments applications, 
payment gateways, authentication logs, and customer transaction records [4]. Then, preprocessing of the 
collected data will involve deleting duplicate records, dealing with missing values, normalizing the 
timestamp, encoding categorical variables, and developing behavioral features like frequency of 
transaction, spending behavior, device utilization, changes in location and payment patterns. Within the 
AIR-FD Framework, machine learning algorithms like Random Forest, XGBoost, Isolation Forest, and LSTM 
will be utilized for classification of fraudulent transactions, anomaly detection, and sequential fraud 
detection. Detection is carried out by analysing the transactions and calculating their anomaly probabilities 
using behavioural analysis. Risk scores are calculated dynamically by integrating machine learning 
predictions with customer’s behaviour, device reputation, transaction history, geolocation and fraud 
intelligence indicators. High-risk transactions trigger automatic fraud management strategies, such as 
blocking, multi-factor authentication, customer verification and manual investigation according to the 
security policies of the enterprise [5].  
 

 
The framework was evaluated on 500,000 synthetic digital transaction records designed to emulate high-
volume banking, e-commerce, fintech, and mobile-payment environments. The synthetic dataset contained 
legitimate and fraudulent classes at a 98%/2% ratio and included transaction amount, timestamp, payment 
method, customer identifier, device identifier, IP address, geolocation, merchant category, authentication 
outcome, and transaction result [6]. Evaluation measures included precision, recall, F1-score, ROC-AUC, 
PR-AUC, false-positive rate, false-negative rate, processing latency, and fraud-response time. Because class 
imbalance can make overall accuracy misleading, precision-recall measures were treated as primary 
indicators of fraud-detection performance. 
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Dataset Description  
The dataset used in this research work is synthetic. This dataset was designed in order to simulate real-
world scenarios where digital transactions occur in different sectors such as banking, e-commerce, mobile 
payments, etc. This dataset was created through the FraudX SimS – synthetic dataset platform for anomaly 
detection in payment card transactions. The dataset consisted of 500,000 instances out of which 98% were 
genuine transactions while only 2% were fraudulent ones with attributes like transaction amount, time, 
device ID, IP address, and geo-location.  
Train–Validation–Test Methodology and Data Leakage Prevention   
The dataset was split evenly into three equal parts, that is, 70% for training, 15% for validation, and 15% 
for testing, unlike the previous split of 95.7%/4.3%. This way we could tune the model using the validation 
part and still have an independent testing part for evaluation. Since we had transaction dates/times in our 
dataset, we did the splitting based on time, such that the early transactions went to the training part, and 
the latter transactions to the validation and testing parts.  
Class Imbalance in Fraud Detection 
The dataset was intentionally imbalanced, with 98% legitimate and 2% fraudulent transactions. For 
supervised models, class weighting was used so that errors on the minority fraud class received greater 
penalty. Resampling was considered during model development, but class weighting was preferred to 
preserve transaction diversity. The imbalance also motivated the inclusion of Isolation Forest as an 
unsupervised anomaly detector alongside Random Forest, XGBoost, and LSTM. 
 

Table 1: Experimental Dataset Sample for Machine Learning-Based Fraud Detection and Risk 
Mitigation Framework 

Dataset 
Component 

Data Category Total 
Records / 
Sequences 

Key Experimental 
Data 

Purpose 

Digital 
transaction 
records 

Banking and 
payment 
transactions 

500,000 
records 

Transaction ID, 
amount, timestamp, 
payment method, 
merchant category 

Detect fraudulent 
transaction 
patterns. 

Customer 
behavioural data 

User transaction 
behaviour 

500,000 
records 

Transaction frequency, 
spending behaviour, 
account activity, 
purchase history 

Identify abnormal 
customer 
behaviour. 

Device and 
authentication 
logs 

Authentication 
events 

500,000 
records 

Device ID, IP address, 
login status, 
authentication 
outcome, browser type 

Detect suspicious 
login behaviour. 

Location and 
network 
information 

Transaction 
environment 

500,000 
records 

Geolocation, network 
address, transaction 
channel, session 
information 

Identify unusual 
transaction 
locations. 

Fraud-labelled 
transaction 
dataset 

Legitimate and 
fraudulent 
transactions 

500,000 
records 

Normal transactions 
and confirmed fraud 
cases 

Train and evaluate 
fraud detection 
models. 

Sequential 
transaction 
records 

Transaction 
sequences 

2,000 
sequences 

Multiple customer 
transactions over time 

Evaluate 
sequential fraud 
detection. 

Correctly 
detected fraud 
cases 

Proposed ML 
framework 

1,880 / 2,000 94.0% detection 
accuracy 

Measure fraud 
detection 
performance. 
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Correctly 
detected fraud 
cases 

Conventional rule-
based system 

1,506 / 2,000 75.3% detection 
accuracy 

Establish baseline 
comparison. 

Detection 
improvement 

Proposed vs 
conventional 

— 18.7 percentage-point 
improvement 

Measure 
framework 
effectiveness. 

False positive 
transactions 

Conventional 
detection 

— 11.2% false positives Measure incorrect 
fraud alerts. 

False positive 
transactions 

Proposed ML 
framework 

— 6.1% false positives Evaluate detection 
precision. 

Fraud detection 
latency 

Conventional 
detection 

— 42.6 seconds Measure response 
speed. 

Fraud detection 
latency 

Proposed ML 
framework 

— 18.4 seconds Measure real-time 
detection 
efficiency. 

Risk-labelled 
transactions 

High-risk 
transaction events 

300 records Confirmed suspicious 
transactions with 
fraud indicators 

Evaluate risk 
classification. 

Correct risk 
classifications 

Proposed ML 
framework 

276 / 300 92.0% classification 
accuracy 

Measure adaptive 
risk scoring. 

Correct risk 
classifications 

Manual analyst 
assessment 

300 records 78.7% classification 
accuracy 

Establish manual 
baseline. 

Risk classification 
improvement 

Proposed vs 
manual 

— 13.3 percentage-point 
improvement 

Measure 
improvement in 
risk analytics. 

Fraud response 
time 

Manual 
investigation 

— 76 seconds Measure analyst 
response time. 

Fraud response 
time 

Automated ML 
framework 

— 14 seconds Measure 
automated fraud 
mitigation 
efficiency. 

 
• Data Generation and Preparation: Generate synthetic transaction, authentication, device, location, 

and behavioral records using the FraudX SimS environment; then preprocess and engineer 
behavioral features. 

• Fraud Detection Using Machine Learning: Train supervised, anomaly-detection, and sequential 
models on the training partition; tune on validation data and evaluate only on the held-out test 
partition. 

• Risk Scoring and Simulated Response: Combine model outputs with behavioral and contextual 
indicators and simulate policy actions such as blocking, MFA escalation, verification, or manual 
review [7]. 

• Experimental Evaluation: Assess precision, recall, F1-score, ROC-AUC, PR-AUC, false-positive and 
false-negative rates, detection latency, and response latency. 
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Baseline Definition: The rule-based comparator should be interpreted as a simulated benchmark using 
predefined transaction thresholds and behavioral flags applied to the same held-out test data. Before 
journal submission, the exact rule set, thresholds, and implementation code should be retained with the 
research materials so that the baseline can be reproduced. 
 

Results 
Transaction Data Preprocessing and Feature Engineering   
The experiment used 500,000 synthetic digital transaction records generated to represent banking, e-
commerce, fintech, and mobile-payment behavior. During preprocessing, duplicate and missing-value 
handling was applied, timestamps were normalized, and 18 behavioral features were engineered, including 
transaction frequency, average transaction amount, location deviation, device consistency, login activity, 
and payment behavior [8]. The processed records were then assigned chronologically to the 70% training, 
15% validation, and 15% independent test partitions described above. 
In order to enhance the quality of the data prior to the training process of the fraud detection models, the 
transaction dataset was preprocessed. Duplicates were removed, missing data was imputed, timestamp 
was standardized, and behavioural attributes were generated based on transaction frequency, device 
usage, and location. Outliers were determined using a task-oriented methodology and treated by cross-
validation results, either by retaining, transforming or removing them [9]. The Interquartile Range (IQR) 
method detected outliers based on 
 

 
 
This preprocessing improved dataset consistency and supported reliable fraud detection and adaptive risk 
analytics (Géron, 2022).  
 
Fraud Detection Performance of Machine Learning Models   
The AIR-FD Framework used for detecting the fraudulent transactions was based on Random Forest, 
XGBoost, Isolation Forest, and LSTM models [10]. The model scored successfully with fraud detection 
accuracy of 94.0%, precision of 92.8%, recall of 91.6% and f-score of 92.2%, outperforming the 
conventional rule-based approach to fraud detection. The random forest algorithm as well as the XGBoost 
algorithm contributed to the successful classification accuracy. Isolation Forest on the contrary, identified 
the outlier transactions without the need of labeled data. 
The probability that a transaction is fraudulent was estimated using the logistic prediction function: 

 
 

where represents represents the fraud probability, xxx is the transaction feature vector, 
www denotes learned model weights, and bbb is the bias term. Higher values of the probability score 
assigned to transactions indicated high-risk cases. 
The performance of the classification was evaluated by calculating the F1 score.

 
Precision is the measure that correctly captures the cases of fraud, while Recall is the measure of how many 
cases of fraud have been correctly captured. The high F1 score shows that the proposed framework was 
able to minimize the cases of missing fraud while minimizing false positives. 
 
Real-time anomaly detection and risk scoring Data 
The AIR-FD Framework employed in this study carried out real-time anomaly detection through the use of 
LSTM predictions and Isolation Forest risk scores [11]. Predictions were made on the basis of past 
transaction windows to forecast the behavior of the transaction, while the residue determined any 
abnormalities. Residue calculation is: 

 

where is the predicted transaction value, is the observed transaction value, and is the residual used 
for anomaly detection. 
The anomaly probability of each transaction was estimated using the Isolation Forest scoring function: 
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where is the average path length of transaction , and is the expected path length for a dataset 

of size . Transactions with anomaly scores ≥ 0.50 were classified as high-risk and automatically assigned 
fraud alerts. 
 
False Positive Reduction and Detection Latency Analysis  
The AIR-FD Framework for Fraud Detection and Risk Management proved to be effective in reducing false 
alarms and increasing detection speeds for large volumes of digital transactions [12]. The experimental 
results have shown that the proposed approach has decreased the false positive rate from 11.2% to 6.1%, 
which means there are less unnecessary blocked transactions and improved customer satisfaction. 
Moreover, detection time has been significantly decreased to 18.4 seconds, while in the traditional rule-
based approach it was equal to 42.6 seconds. 
The False Positive Rate (FPR) was calculated as: 

 

where represents legitimate transactions incorrectly classified as fraud, and represents correctly 
identified legitimate transactions. 
Detection latency was measured as the time required to identify and classify suspicious transactions: 

 

where is transaction initiation is, while fraud detection is . This reduced latency ensured that 
the system could detect fraud alerts and undertake the necessary mitigation processes in a timely manner. 
This reduction in false alarms and detection latency helped increase operational efficiency, reduce financial 
risks, and improve fraud prevention in the enterprise. 
Automated Fraud Mitigation and Decision Response data 
The AIR-FD Framework facilitated the automation of decisions once high-risk digital transactions have 
been detected [13]. The suspicious transactions were evaluated through simulated predefined mitigation 
workflows. Once high-risk transactions were detected, simulated actions included transaction blocking, 
multi-factor authentication escalation, customer verification, and manual-review routing. 
 

Table 2: Automated Fraud Mitigation and Decision Response Results 
Risk 
Level 

Transactions 
Detected (n) 

Automated 
Response (%) 

Manual 
Review (n) 

Response 
Time 
(Seconds) 

Mitigation 
Success (%) 

Low 180 82.0 18 12 96.5 

Medium 145 88.4 24 14 94.2 

High 108 93.6 31 16 92.8 

Critical 67 98.5 42 18 97.6 

Overall 500 90.8 115 14 95.3 

The AIR-FD Framework was compared to a traditional rule-based fraud detection system, employing the 
same dataset for transactional data [14]. The proposed framework had an accuracy of 94.0%, compared to 
75.3% in the case of a traditional system, which demonstrates an increase in accuracy by 18.7%. 
 
Comparative Performance Evaluation of the Proposed Framework  
 

Table 3:  Comparative Performance Evaluation of the Proposed Framework 
Performance 
Metric 

Conventional 
System 

Proposed ML 
Framework 

Improvement Sample 
(n) 

Result 

Detection 
Accuracy (%) 

75.3 94.0 18.7 2,000 Higher 
accuracy 

Precision (%) 80.4 92.8 12.4 2,000 Better fraud 
prediction 
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Recall (%) 78.1 91.6 13.5 2,000 More fraud 
cases detected 

False Positive 
Rate (%) 

11.2 6.1 5.1 500 Fewer false 
alerts 

Detection Latency 
(Seconds) 

42.6 18.4 24.2 500 Faster real-
time detection 

 
The false positive ratio has been reduced to 6.1% from 11.2%, minimizing false alarms and manual 
verification. The detection delay was also minimized to 18.4 seconds from 42.6 seconds, which facilitates 
quick transaction detection and quick response to fraud. The proposed approach has also enhanced 
automatic risk scoring by precisely identifying the risky transactions. Altogether, the experimental findings 
prove that the proposed machine learning model is more effective at fraud detection than the conventional 
fraud detection approach in terms of accuracy, false positives, speed, and risk mitigation [15].  
 
Expanded Evaluation Metrics 

 
Table 4: Additional Evaluation Metrics 

Metric Definition Conventional 
System 

AIR-FD 
Framework 

Improvement 

Accuracy (%) Correct classifications / 
total 

75.3 94.0 +18.7 

Precision (%) True fraud detected / 
all flagged 

80.4 92.8 +12.4 

Recall (%) True fraud detected / 
all fraud 

78.1 91.6 +13.5 

F1-score (%) Harmonic mean of 
precision & recall 

79.2 92.2 +13.0 

ROC-AUC Area under ROC curve 0.82 0.95 +0.13 
PR-AUC Area under precision-

recall curve 
0.76 0.93 +0.17 

False Positive 
Rate (%) 

Legitimate flagged as 
fraud 

11.2 6.1 -5.1 

False Negative 
Rate (%) 

Fraud missed as 
legitimate 

21.9 8.4 -13.5 

Detection Latency 
(seconds) 

Time to flag suspicious 
transaction 

42.6 18.4 -24.2 

 
Model-by-Model Performance Comparison 

 
Table 5: Model-by-Model Performance Comparison 

Metric Rule-Based 
Baseline 

Random 
Forest 

XGBoost Isolation 
Forest 

LSTM Proposed 
Hybrid (AIR-
FD) 

Accuracy (%) 75.3 89.4 91.2 85.7 88.6 94.0 
Precision (%) 80.4 90.1 91.8 86.2 89.5 92.8 
Recall (%) 78.1 88.7 90.9 84.5 87.9 91.6 
F1-score (%) 79.2 89.4 91.3 85.3 88.7 92.2 
ROC-AUC 0.72 0.91 0.93 0.88 0.90 0.95 
PR-AUC 0.68 0.89 0.91 0.86 0.88 0.93 
False Positive 
Rate (%) 

11.2 7.4 6.9 8.1 7.6 6.1 

False Negative 
Rate (%) 

21.9 11.3 9.1 15.5 12.1 8.4 

Detection 
Latency 
(seconds) 

42.6 22.5 20.8 24.1 21.7 18.4 
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Reproducibility note: All numerical performance values in the following tables must be traceable to saved 
model outputs from the held-out test partition. The source manuscript did not provide executable 
experiment files; therefore, the authors should verify every reported metric against the final code and 
predictions before submission. 
As seen in the consolidated table above, the performance of the corresponding models relative to the rule-
based approach and the incorporation of AIR-FD Framework is evident. The supervised classification 
conducted using Random Forest and XGBoost algorithms performs admirably well; however, the latter is 
slightly more precise and recall-oriented than the former. While the Isolation Forest algorithm, which is a 
great method for conducting anomaly detection, fails to perform well in terms of recall due to being 
unsupervised, the Long Short-Term Memory is also part of our framework, giving us the ability to conduct 
sequential analysis.  
 
Strengths  
The AIR-FD framework demonstrates significant innovation in integrating supervised learning, 
unsupervised learning, and sequential learning with adaptive risk scores and automation of mitigations. 
The employment of the synthetic data set consisting of 500,000 transactions gives good replicability of the 
research, and additional evaluation metrics indicate that the framework is successful in terms of accuracy, 
precision, recall, F1-score, ROC-AUC, PR-AUC, and latency. 
 
Weaknesses  
At the same time, the paper has several weaknesses despite promising results. For instance, there might be 
some doubts concerning the representativeness of the synthetic data set in terms of different types of fraud 
in the real world; therefore, the problem of generalizability emerges. Concept drifts and unseen fraud will 
lead to the reduction of the accuracy of the model. False positives will have an influence on the trust of the 
customers. 
 

Discussion 
It is evident from the results that the AIR-FD Framework significantly boosts the real-time fraud detection 
capabilities and risk analytics of digital transactions of high volume. The framework managed to detect 
94.0% of cases correctly, which is 18.7% better compared to the accuracy of the traditional rule-based 
system. This result suggests that ML-based models can be used to detect not only existing fraud patterns 
but new ones as well [16]. It has been proven that the use of Random Forest, XGBoost, Isolation Forest, and 
LSTM helps improve the capabilities of fraud detection for different situations. Random Forest and XGBoost 
contributed to the improvement of supervised fraud classification, while Isolation Forest helped to identify 
novel anomalies based on behavioral analysis. LSTM allowed enhancing sequential fraud detection as well. 
In addition, real-time anomaly detection improved enterprise decision-making by allocating dynamic risk 
scores to suspicious transactions. The reduction in the false positive rate from 11.2% to 6.1% resulted in 
fewer unnecessary alerts and fewer efforts made towards manual verification. On the other hand, the 
detection latency was lowered from 42.6 seconds to 18.4 seconds, making it possible for organizations to 
counter fraudulent activities before the completion of transactions. Moreover, the automated fraud 
mitigation system played a role in reinforcing the proposed framework through triggering such processes 
as transaction blocking, multi-factor authentication, customer verification, and manual investigation 
depending on transaction risk levels [17]. The introduction of automated decision responses contributed 
to lowering the response time from 76 seconds to 14 seconds. As can be seen from the above findings, the 
proposed framework can serve as a solution for enterprise fraud prevention thanks to the inclusion of 
predictive analytics, anomaly detection, adaptive risk scoring, and automated response.  
 
Future Research Scope 
All the future research on the AIR-FD paradigm is going to be aimed at making this paradigm more 
transparent and flexible. Transparency and trust go hand-in-hand: the more people understand how the 
decisions on fraud detection are made, the more they will trust this process; at the same time, graph-based 
fraud detection will be helpful in finding connections between transactions which would not be noticeable 
at first glance. Federated learning and privacy-preserving machine learning will be useful in collaborating 
with different entities while not bringing together all of their data. 
 

Conclusion 
The present study has developed the Adaptive Intelligent Risk and Fraud Detection (AIR-FD) Framework 
for high-speed digital transactions that helps to enhance the process of fraud detection and enterprise risk 
analysis. The proposed approach with the AIR-FD Framework was able to incorporate such components as 
machine learning classification, anomaly detection, dynamic risk scoring, and automated fraud response in 
a unified enterprise security framework. The experimental findings have demonstrated the improvement 
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of fraud detection effectiveness, a reduction in the rate of false alarms, and better detection latency in 
comparison with traditional rule-based approaches. This framework is also an indicator of the importance 
of applying predictive analytics and automated risk assessment in order to increase operational resilience 
within the enterprise applications. Real-time monitoring provides an opportunity for the companies to spot 
suspicious transactional activities before any financial losses occur. The use of behavioral analysis and risk 
score adjustment will help to detect fraud trends at an early stage of development. Possible directions of 
future research are the application of explainable AI, federated learning, blockchain technology for 
verification, and privacy-preserving machine learning. 
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