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Abstract 
Banking security requires simultaneous detection of network-level intrusions and transaction-level fraud, yet existing approaches 
typically address these threats independently and fail to exploit their shared security characteristics. This paper proposes TMK-
TRAF, a multi-task deep learning framework that integrates Temporal Convolutional Network (TCN), Mamba, and Kolmogorov–
Arnold Network (KAN) to learn complementary local-temporal, long-range, and nonlinear representations. The proposed Threat-
Risk Adaptive Fusion (TRAF) mechanism performs task-specific fusion of these representations, while the Threat-Risk Consistency 
(TRC) loss promotes beneficial cross-task knowledge while preserving task-specific decision boundaries. A downstream BiLSTM–
GRU–MLP ensemble performs intrusion and fraud classification, with SHAP providing feature-level interpretability. Network-flow 
data are generated using OMNeT++/INET, while banking fraud data are used for transaction-level evaluation, and CloudSim is 
employed for simulated scalability analysis. TMK-TRAF achieves 97.68% intrusion-detection accuracy with 97.26% F1-score and 
98.30% fraud-detection accuracy with 93.12% F1-score. The results demonstrate the effectiveness of unified multi-task 
representation learning, adaptive fusion, and cross-task consistency for integrated banking-security analytics. 
 
Keywords: Banking Security, Network Intrusion Detection, Multi-Task Learning, Explainable AI, Cloud Scalability. 

 

1. Introduction 
Banking security increasingly requires simultaneous protection of the communication infrastructure and 
financial transactions, as network intrusions and fraudulent activities can occur across interconnected 
security layers. Network intrusion detection must identify abnormal traffic and diverse attack behaviours, 
whereas banking fraud detection must recognize suspicious transaction patterns and account-level risk [1]. 
Although deep learning has improved both tasks, most existing approaches address intrusion detection and 
transaction fraud independently, limiting the ability to exploit shared security information. Recent studies 
have explored temporal convolutional networks, Mamba-based state-space modelling, KAN-based 
nonlinear learning, and multi-task learning, but these approaches have not established a unified framework 
for jointly modelling banking network threats and transaction fraud. [2] 
To address this limitation, this paper proposes TMK-TRAF, a multi-task security framework that combines 
TCN, Mamba, and KAN to learn complementary local-temporal, long-range, and nonlinear security 
representations. These representations are integrated through the proposed Threat-Risk Adaptive 
Fusion (TRAF) mechanism, which learns task-specific feature contributions for intrusion and fraud 
detection. A Threat-Risk Consistency (TRC) loss further encourages useful cross-task information while 
maintaining separate task-specific classification decisions. The framework additionally incorporates SHAP-
based explainability and CloudSim-based scalability evaluation to provide interpretable and scalable 
security analysis. The proposed design directly addresses the research gap identified in existing Mamba, 
KAN, and multi-task cybersecurity studies. [3] 
The main contributions of this work are: 
• Unified multi-task security framework: TMK-TRAF jointly performs nine-class network intrusion 
detection and binary banking fraud detection using a shared security representation with task-specific 
classification heads.  
• Complementary representation learning: TCN, Mamba, and KAN are integrated to capture local 
temporal patterns, long-range dependencies, and nonlinear feature relationships, respectively.  
• Threat-Risk Adaptive Fusion: TRAF dynamically assigns task-specific importance to the learned 
representations, enabling intrusion and fraud tasks to exploit different security characteristics.  
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• Threat-Risk Consistency loss: TRC promotes useful cross-task knowledge while preventing the 
shared representation from eliminating task-specific distinctions.  
• Explainable and scalable security analysis: SHAP identifies influential intrusion and fraud features, 
while OMNeT++/INET network simulation and CloudSim provide simulated network-flow generation and 
scalability evaluation. 
 

2. Related Works 
Recent research has increasingly applied deep learning, temporal modeling, Mamba, KAN, and multi-task 
learning to cybersecurity and financial fraud detection. However, existing studies generally address 
network intrusion or transaction fraud independently. This section reviews representative recent 
approaches and identifies the gap addressed by the proposed TMK-TRAF framework. 
2.1. Network Intrusion Detection 
Recent intrusion detection research increasingly employs deep learning to capture complex network 
behavior. R. K. M. et al. (2026) [4] explored an AI-powered IDS, while Hnamte et al. (2025) [5] developed a 
lightweight deep convolutional approach for intrusion detection. Nazre et al. (2024) [6] demonstrated the 
suitability of TCNs for temporal network-flow modeling, and Akhi et al. (2026) [7] further investigated 
temporal CNNs for emerging cyber-threat detection. These studies demonstrate the effectiveness of deep 
temporal and convolutional representations; however, they primarily address intrusion detection as an 
independent task. 
2.2. Mamba and KAN-Based Security Models 
Recent studies have introduced state-space and nonlinear function-learning approaches into cybersecurity. 
Ding et al. (2026) [8] proposed NIDS-Mamba for lightweight IoT intrusion detection, while Feng et al. 
(2026) [9] developed MambaCNN for intrusion detection in Internet-of-Vehicles environments. 
Mohammed et al. (2026) [10] investigated KAN-based intrusion detection with SMOTE for imbalanced IoT 
data. Batur Dinler (2025) [11] further demonstrated a Mamba-KAN-Liquid hybrid for UAV cybersecurity. 
Although these studies establish the applicability of Mamba and KAN to security problems, they do not 
address the proposed task-specific Threat-Risk Adaptive Fusion (TRAF) or unified intrusion–fraud 
learning. 
2.3. Banking Fraud Detection and Explainability 
Machine-learning approaches have also been widely investigated for banking and financial fraud. Konsta 
et al. (2026) [12] examined machine-learning-based cyber-fraud detection in banking transactions, while 
Sami et al. (2025) [13] investigated ML-based bank transaction fraud detection. AbouGrad and Sankuru 
(2025) [14] considered decentralized machine learning for online banking fraud, and Babu et al. (2025) 
[15] explored context-aware fraud detection using pre- and post-transaction information. Xia et al. (2026) 
[16] further incorporated explainability into financial fraud detection. However, these approaches 
primarily focus on transaction fraud and do not jointly model network intrusion and banking fraud within 
a shared representation-learning framework. 
2.4. Multi-Task Security and Research Gap 
Multi-task learning has attracted increasing attention in cybersecurity. Ibrahim et al. (2024) systematically 
reviewed multi-task learning applications in cybersecurity and highlighted its potential for jointly 
addressing related security objectives. Nevertheless, existing studies do not provide a unified architecture 
that simultaneously learns network intrusion and banking fraud using complementary temporal, long-
range, and nonlinear representations. Moreover, existing TCN, Mamba, KAN, and Mamba-KAN studies do 
not introduce a task-specific Threat-Risk Adaptive Fusion (TRAF) mechanism or the proposed Threat-
Risk Consistency (TRC) loss. Therefore, TMK-TRAF addresses this gap by jointly modelling intrusion and 
fraud through TCN, Mamba, and KAN representations, adaptively fusing them for each task, and enforcing 
cross-task consistency through TRC. 

 
Table 1. Literature Survey of Recent Intrusion Detection, Fraud Detection, and Security Learning 

Methods 

Author(s) Method / Model Application Key Limitation 

R. K. M. et al. (2026) AI-powered IDS 
Network 
intrusion 

Limited unified multi-task 
learning 

Hnamte et al. 
(2025) 

Lightweight DCNN 
Network 
intrusion 

Primarily convolution-based 
representation 

Nazre et al. (2024) TCN-based IDS 
Network 
intrusion 

Focused on IDS only 
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Akhi et al. (2026) 
Residual Temporal 
CNN 

IoT cyber threats 
Domain-specific temporal 
detection 

Ding et al. (2026) NIDS-Mamba IoT intrusion 
Mamba-focused single security 
task 

Feng et al. (2026) MambaCNN 
Internet of 
Vehicles 

Mamba–CNN hybrid, task-
specific IDS 

Mohammed et al. 
(2026) 

KAN + SMOTE IoT intrusion KAN-based single-task detection 

Batur Dinler (2025) Mamba-KAN-Liquid 
UAV 
cybersecurity 

Hybrid anomaly detection, 
different domain 

Konsta et al. (2026) Machine learning 
Banking cyber 
fraud 

Conventional ML, simulated 
transactions 

Sami et al. (2025) Machine learning 
Bank transaction 
fraud 

ML-based single-task detection 

AbouGrad and 
Sankuru (2025) 

Decentralized ML 
Online banking 
fraud 

Focus on 
privacy/decentralization 

Babu et al. (2025) 
Context-aware hybrid 
ML 

Banking 
transactions 

Fraud-focused, not joint security 
learning 

Xia et al. (2026) 
Explainable multi-layer 
framework 

Financial fraud Fraud-focused explainability 

 
Research Gap: Existing studies mainly address network intrusion or banking fraud as separate tasks. 
Although TCN, Mamba, KAN, and Mamba–KAN models have shown promise in security applications, they 
generally lack task-specific fusion and unified intrusion–fraud learning. Multi-task cybersecurity studies 
also provide limited mechanisms for coordinating heterogeneous security representations. Therefore, a 
unified framework with Threat-Risk Adaptive Fusion (TRAF) and Threat-Risk Consistency (TRC) is needed 
to jointly learn intrusion and fraud patterns while preserving task-specific decision boundaries. 
 

3. Materials and Problem Formulation 
This section describes the datasets, feature characteristics, preprocessing procedures, and mathematical 
formulation used to develop TMK-TRAF. The two data sources represent complementary banking-security 
perspectives: network-level threats and transaction-level fraud. The synthetic network-flow dataset is 
explicitly treated as simulated data, while the characteristics of the banking fraud dataset will be reported 
only from the verified source data. 
3.1.  System Overview  
TMK-TRAF is designed as a unified multi-task banking-security framework that simultaneously detects 
network intrusions and banking transaction fraud. Network-flow and transaction data are first 
processed through task-specific pre-processing and threat/risk-aware input gates. The resulting 
representations are then projected into a shared feature space and processed in parallel by TCN, Mamba, 
and KAN to capture local temporal, long-range sequential, and nonlinear feature relationships, 
respectively. Their outputs are combined using the proposed Threat-Risk Adaptive Fusion (TRAF) 
mechanism, which learns task-specific fusion weights for intrusion and fraud detection. The fused 
representations are passed to separate prediction heads, while the Threat-Risk Consistency (TRC) loss 
promotes useful shared information between the two tasks. Focal Loss addresses class imbalance, and 
SHAP provides post-hoc explanations of model decisions. A cloud-oriented simulation is finally used to 
evaluate scalability without claiming deployment on a real cloud platform. 
3.2. Dataset Description 
Two datasets are used: a synthetic network-flow dataset for nine-class intrusion detection and a banking 
fraud dataset for binary fraud detection. The network-flow data represent benign and attack traffic, while 
the fraud data represent transaction-level activities. 
3.2.1. Synthetic Banking Network-Flow Dataset 
The network-security dataset was generated using OMNeT++ to simulate banking-oriented normal and 
malicious network activities. The current exported dataset contains 1,000,000 flow records and 34 
columns, comprising 32 input features and two target fields (label, label_id). Nine classes are represented: 
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Benign, DDoS, DoS, PortScan, BruteForce, Botnet, DataExfiltration, WebAttack, and MITM. The dataset is 
synthetic and represents simulated banking network-flow behavior rather than real banking traffic. Python 
is used for preprocessing and TMK-TRAF implementation, while CloudSim is used separately for cloud-
oriented scalability evaluation. 
 

 
Fig 1. Dataset Class Distribution 

 
Fig. 1 illustrates the class distribution of the synthetic banking network-flow dataset. Benign traffic 
dominates, while the nine intrusion categories exhibit lower and varying sample frequencies, indicating 
class imbalance. 

 
Table 2. Network-Flow Feature Groups 

Feature Group Features 
Network src_id, dst_id, src_port, dst_port, protocol 
Temporal flow_duration_ms, iat_mean_ms, iat_std_ms 
Packet/Byte total_packets, fwd_packets, bwd_packets, total_bytes, fwd_bytes, bwd_bytes 
Traffic Rate flow_bytes_per_sec, flow_packets_per_sec 
Packet Statistics packet_size_mean, packet_size_std 
TCP tcp_syn, tcp_ack, tcp_rst 
Connection unique_dst_ports, unique_dst_ips, connection_rate 
Entropy source_entropy, destination_entropy 

Banking/Security 
api_requests, authentication_attempts, failed_logins, transaction_requests, 
server_response_ms, encrypted 

Target label, label_id 
The class distribution shows moderate imbalance, particularly between benign and minority attack classes; 
therefore, Focal Loss is incorporated to reduce the influence of easily classified majority samples during 
multi-task training. 
 
3.2.2. Banking Fraud Detection Dataset 
The banking fraud dataset contains 10,000 transaction records and 20 columns. The target variable is 
fraud_flag, with 8,749 normal transactions (87.49%) and 1,251 fraudulent transactions (12.51%). The 
dataset contains numerical transaction/risk attributes and categorical variables representing payment 
channels and authentication methods. No missing values or duplicate records were found. 

 
Table 3. Banking Fraud Dataset Characteristics 

Item Description 

Samples 10,000 

Features 18 input features 

Target fraud_flag 

Normal 8,749 (87.49%) 
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Fraud 1,251 (12.51%) 

Numerical features 16 

Categorical features 2 

 
Table 3 summarizes the key characteristics of the banking fraud dataset, including its sample size, feature 
composition, target variable, class distribution, and data quality. The observed fraud imbalance motivates 
the use of Focal Loss. 

 
Table 4. Feature Groups 

Group Features 
Transaction transaction_amount, transfer_frequency, daily_transaction_count 
Account account_age_days, avg_monthly_balance 
Risk device_risk_score, anomaly_score, transaction_velocity_score 
Authentication login_attempts, failed_transactions_last_30d, authentication_type 
Temporal/Session transaction_time_hour, session_duration_minutes 
Geographic geo_distance_km 
Channel payment_channel, card_present_flag 
Security international_transaction_flag, suspicious_ip_flag 
Identifier transaction_id 
Target fraud_flag 

The 12.51% fraud rate confirms class imbalance, supporting the use of Focal Loss in the fraud prediction 
task. The transaction_id is treated as an identifier rather than a predictive feature. 
 
3.3. Data Preprocessing 
The network-flow and transaction datasets are preprocessed independently before shared representation 
learning. Let 𝑋𝐼 and 𝑋𝐹  denote the intrusion and fraud feature matrices, respectively. For each numerical 
feature xj, min–max normalization is applied as 

𝑥′𝑗 =
𝑥𝑗 − 𝑥𝑗

𝑚𝑖𝑛

𝑥𝑗
𝑚𝑎𝑥 − 𝑥𝑗

𝑚𝑖𝑛 + 𝜖
 

Where 𝑥𝑗
𝑚𝑖𝑛 and 𝑥𝑗

𝑚𝑎𝑥  are the minimum and maximum values of feature j, and ϵ prevents division by zero. 

Categorical variables are transformed into numerical representations, while identifier fields that do not 
provide predictive information are excluded. The resulting inputs are represented as 𝑋̃𝐼 and 𝑋̃𝐹  . Intrusion 
labels are defined as yI ∈ {0, … ,8}, whereas fraud labels are defined as yF ∈ {0,1}. Class imbalance is 
addressed during optimization through Focal Loss rather than synthetic duplication of minority samples. 
The preprocessed representations are subsequently passed to the threat-aware and risk-aware processing 
stages of TMK-TRAF. 
3.4. Problem Formulation 
Let X̃I ∈ RNI×dI   denote the preprocessed network-flow data and X̃F ∈ RNF×dF  denote the preprocessed 
banking-transaction data, where NI, NF are the numbers of samples and dI, dF are the corresponding feature 
dimensions. The objective of TMK-TRAF is to learn a shared security representation while retaining task-
specific information for two related tasks: nine-class intrusion detection and binary fraud detection. 
For an input pair (x̃I, x̃F), the framework produces task-specific predictions 

𝑦𝐼 = 𝑓𝐼(x̃I, x̃F; 𝛩), 𝑦𝐹 = 𝑓𝐹(x̃I, x̃F; 𝛩), 
Here 𝑓𝐼 and 𝑓𝐹  denote the intrusion and fraud prediction functions, respectively, and Θ represents the 
trainable parameters of TMK-TRAF. The network task learns yI ∈ {0, … ,8}, while the fraud task learns yF ∈
{0,1}. The optimization objective is to minimize the combined task losses and the proposed Threat-Risk 
Consistency loss: 

𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝐹𝑜𝑐𝑎𝑙
𝐼𝐷𝑆 + 𝜆1𝐿𝐹𝑜𝑐𝑎𝑙

𝐹𝑟𝑎𝑢𝑑 + 𝜆2𝐿𝑇𝑅𝐶 
Where 𝜆1 and 𝜆2 control the contribution of fraud detection and cross-task consistency, respectively. Thus, 
the problem is formulated as joint learning of complementary network-threat and transaction-risk 
representations while maintaining distinct decision boundaries for the two security tasks. 
3.5. Proposed TMK-TRAF Framework 
The proposed TMK-TRAF framework jointly processes network-flow and banking-transaction data for 
intrusion and fraud detection. After independent preprocessing, the inputs pass through Threat-Aware 
and Risk-Aware gates and are projected into a common feature space. The shared representations are 
processed in parallel by TCN, Mamba, and KAN, where TCN captures multi-scale local temporal patterns, 
Mamba models long-range dependencies, and KAN performs nonlinear feature transformation. Their 
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outputs are adaptively combined using the proposed Threat-Risk Adaptive Fusion (TRAF) mechanism, 
which learns task-specific weights for the intrusion and fraud tasks. The fused representations are passed 
to separate prediction heads for nine-class intrusion detection and binary fraud detection, while the 
proposed Threat-Risk Consistency (TRC) loss encourages useful cross-task representation consistency. 
SHAP is subsequently used for explainability, and CloudSim is employed separately for cloud-oriented 
scalability evaluation. 

 

 
Fig. 2. Overall architecture of the proposed TMK-TRAF framework 

 
The framework jointly processes network-flow and banking-fraud data through threat/risk-aware 
preprocessing, TCN–Mamba–KAN representation learning, TRAF fusion, task-specific prediction heads, 
SHAP explainability, and simulated cloud scalability evaluation. 
3.5.1. Threat-Aware Network Feature Processing 
Let the pre-processed network-flow vector be XI ∈ RdI. A learnable threat-aware gate first estimates the 

relevance of each network feature: GI = σ(WIXI + bI), where WI ∈ RdI×dI , bI ∈ R(dI), and σ(⋅) denotes the 
sigmoid activation. The gated representation is obtained through element-wise modulation: X̃I = GI ⊙ XI. 
To stabilize the representation before shared learning, the gated features are transformed through a 

learnable projection: ZI = ϕ(WPIX̃I + bPI), where WPI and bPI are projection parameters and ϕ(⋅) denotes 

the nonlinear activation function. The gate can therefore be interpreted as assigning a relevance coefficient 
gI,j ∈ (0,1) to each feature: gI,j = 𝜎(𝑤𝐼,𝑗

𝑇 𝑋𝐼 + 𝑏𝐼,𝑗), and ZI,j = ϕwPI,j

T  (gI,jxI,j) + bPI,j. Thus, features with 

higher learned threat relevance contribute more strongly to the shared representation, while less relevant 
features are attenuated. The resulting ZI is subsequently supplied to the TCN, Mamba, and KAN branches. 
3.5.2. Risk-Aware Fraud Feature Processing 
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Let XF ∈ RdF  denote the preprocessed banking-transaction feature vector. A risk-aware gate learns the 
relevance of transaction attributes for fraud detection: GF = σ(WFXF + bF), where WF and bF are learnable 
parameters and σ(⋅) is the sigmoid function. The risk-weighted representation is obtained as X̃F = GF ⊙ XF

. The gated representation is then mapped to the common feature space through ZF = ϕ(WPFX̃F + bPF), 

where WPF, bPF, and ϕ(⋅) denote the projection parameters and nonlinear activation, respectively. For the 
j-th transaction feature, 

gF,j = σ(wF,j
T XF + bF,j) 

Its risk-weighted contribution is x̃F,j = gF,jxF,j. Consequently, transaction attributes with higher learned 

fraud relevance receive larger contributions to ZF, while less informative attributes are attenuated. The 
resulting ZF is provided to the parallel TCN, Mamba, and KAN representation-learning branches. The same 
gating formulation is used for all transaction samples, with parameters learned jointly through the 
complete TMK-TRAF objective. 
3.5.3. Shared Feature Learning 
The gated representations ZI and ZF have different original feature dimensions and are therefore mapped 
into a common latent space before parallel representation learning. Let d denote the shared representation 
dimension. The projected representations are defined as 

𝑯𝑰 = 𝝓(𝑾𝑰
𝑺𝒁𝑰 + 𝒃𝑰

𝑺), 𝑯𝑭 = 𝝓(𝑾𝑭
𝑺 𝒁𝑭 + 𝒃𝑭

𝑺 ) 

Here 𝑊𝐼
𝑆 and 𝑊𝐹

𝑆 are learnable projection matrices, 𝑏𝐼
𝑆 and 𝑏𝐹

𝑆 are biases, and 𝜙(⋅)  is the nonlinear 
activation function. Thus, 𝐻𝐼 , 𝐻𝐹 ∈ 𝑅𝑑 , the common dimensionality enables both task representations to be 
processed by the same three representation-learning branches: 

𝑯𝑰, 𝑯𝑭 → {𝑯𝑻𝑪𝑵, 𝑯𝑴𝒂𝒎𝒃𝒂, 𝑯𝑲𝑨𝑵} 
The branches operate on the corresponding shared representations while maintaining task information 
required by the intrusion and fraud prediction heads. This shared representation stage provides a common 
feature space for the proposed TRAF mechanism, which subsequently learns task-specific contributions 
from the three representations. 
3.5.4. TCN Representation Learning 
The Temporal Convolutional Network (TCN) branch captures local and multi-scale temporal 
dependencies from the shared representations. For an input sequence H, a dilated causal convolution at 
layer l is defined as 

𝐡𝐭
𝐥 = ∑ 𝐖𝐤

𝐥 𝐡𝐭−𝐤𝐝𝐥

(𝐥−𝟏)
𝐊−𝟏

𝐤=𝟎
+ 𝐛(𝐥)   

Here K is the kernel size, 𝑑𝑙  is the dilation factor, 𝑊𝑘
𝑙  represents the learnable convolution weights, and 𝑏(𝑙) 

is the bias. Causal convolution ensures that the representation at time t does not depend on future 
observations. To capture temporal patterns at different scales, the dilation factor increases across layers: 
𝑑𝑙 = 2𝑙 , 𝑙 = 0,1, … , 𝐿 − 1. The effective receptive field of the TCN is therefore expanded as 

𝐑 = 𝟏 + (𝐊 − 𝟏) ∑ 𝐝𝐥

𝐋−𝟏

𝐥=𝟎
 

A residual formulation is used to stabilize deeper temporal processing: Hl
TCN = ϕ(Fl(Hl−1

TCN) + Hl−1
TCN), where 

Fl(⋅)  denotes the dilated convolutional transformation and ϕ(⋅) is the activation function. After the final 
TCN layer, the temporal representation is denoted by HTCN = FTCN(H). The same TCN branch is applied to 
the shared intrusion and fraud representations, producing HI

TCN and HF
TCN, respectively. These 

representations are subsequently provided to TRAF together with the Mamba and KAN representations. 
3.5.5. Mamba Representation Learning 
The Mamba branch models long-range dependencies in the shared banking-security representation using 
a selective state-space mechanism. Given an input sequence H = {h1, … , hT}, the continuous state-space 
formulation is expressed as 

𝒅𝒔(𝒕)

𝒅𝒕
= 𝑨𝒔(𝒕) + 𝑩𝒙(𝒕), 𝒚(𝒕) = 𝑪𝒔(𝒕) + 𝑫𝒙(𝒕) 

Where s(t) denotes the latent state, x(t) is the input, y(t) is the output, and A,B,C,D are state-space 
parameters. For discrete sequence processing, the state transition can be written as 𝑠𝑡 = 𝐴̅𝑠𝑡−1 + 𝐵̅𝑥𝑡  , 𝑦𝑡 =
𝐶𝑠𝑡

+ 𝐷𝑥𝑡
. Unlike a fixed state-space transformation, Mamba uses input-dependent selective parameters to 

determine which information should be retained or propagated. This can be represented as 
𝑩𝒕 = 𝒇𝑩(𝒙𝒕), 𝑪𝒕 = 𝒇𝑪(𝒙𝒕), ∆𝒕= 𝒇∆(𝒙𝒕) 

Here 𝐵𝑡 , 𝐶𝑡 and ∆𝑡  are dynamically determined from the current input. The discretized transition is 
expressed as 𝐴̅𝑡 = exp(∆𝑡𝐴), with the corresponding state update 𝑠𝑡 = 𝐴̅𝑡𝑠𝑡−1 + 𝐵̅𝑡𝑥𝑡  . The resulting 
representation is therefore 𝐻𝑀𝑎𝑚𝑏𝑎 = 𝐹𝑀𝑎𝑚𝑏𝑎(𝐻), with separate outputs 𝐻𝐼

𝑀𝑎𝑚𝑏𝑎  and 𝐻𝐹
𝑀𝑎𝑚𝑏𝑎  for the 

intrusion and fraud representations. The Mamba branch complements TCN by capturing dependencies that 

http://www.svedbergopen.com/ijaiml


www.svedbergopen.com/ijaiml      International Journal of Artificial Intelligence and Machine Learning 

 

Vol.6, No.11s, 2026                                                                                   947 

may extend across longer temporal contexts. Its output is subsequently provided to TRAF for task-specific 
adaptive fusion. 
3.5.6. KAN Nonlinear Representation Learning 
The KAN branch captures nonlinear relationships among the shared banking-security features using 
learnable univariate functions. For an input vector H = [h1, h2, … , hd], a KAN layer can be expressed as 
𝐻𝑞

𝐾𝐴𝑁 = ∑ ∅𝑞𝑝(ℎ𝑝)𝑑
𝑝=1 , where ∅𝑞𝑝(⋅) denotes a learnable one-dimensional function connecting input 

feature p to output feature q. Each function can be represented using a spline basis: 

∅𝒒𝒑(𝒙) = ∑ 𝒄𝒒𝒑𝒌𝑩𝒌(𝒙)
𝑲

𝒌=𝟏
 

Here 𝐵𝑘(𝑥) is the k-th basis function and 𝑐𝑞𝑝𝑘 is its learnable coefficient. For multiple KAN layers, the 

transformation is recursively defined as HKAN,(l) = Φl(HKAN,(l−1)), where Φ(l) represents the collection of 
learnable nonlinear functions at layer l. The final nonlinear representation is HKAN = FKAN(H). Accordingly, 

the intrusion and fraud inputs produce HIKAN and HFKAN, respectively. KAN complements TCN and 
Mamba by explicitly learning nonlinear feature interactions rather than relying only on fixed linear 
transformations. The resulting KAN representations are forwarded to TRAF along with the corresponding 
TCN and Mamba representations. 
3.6. Threat-Risk Adaptive Fusion (TRAF) 
The proposed TRAF learns task-specific contributions from the TCN, Mamba, and KAN representations 
rather than directly concatenating them. For task r ∈ {I, F}, where I denotes intrusion detection and F 
denotes fraud detection, the three representations are denoted by Hr

TCN, Hr
Mamba, and Hr

KAN. Their 
importance scores are first estimated as 

𝐞𝐫
𝐦 = 𝐯𝐫

𝐦𝐓𝐭𝐚𝐧𝐡(𝐖𝐫
𝐦𝐇𝐫

𝐦 + 𝐛𝐫
𝐦), 𝐦 ∈ {𝐓𝐂𝐍, 𝐌𝐚𝐦𝐛𝐚, 𝐊𝐀𝐍} 

The scores are converted into normalized task-specific fusion weights using softmax: 
 

𝛂𝐫
𝐦 =

𝐞𝐱𝐩(𝐞𝐫
𝐦)

∑ 𝐞𝐱𝐩𝐫
𝐪

𝐪∈{𝐓𝐂𝐍,𝐌𝐚𝐦𝐛𝐚,𝐊𝐀𝐍}

 

Therefore, ∑ αr
m = 1𝑚  , 0 < αr

m < 1. The fused task representation is then calculated as 
𝑯𝒓

𝑻𝑹𝑨𝑭 = 𝜶𝒓
𝑻𝑪𝑵𝑯𝒓

𝑻𝑪𝑵 + 𝜶𝒓
𝑴𝒂𝒎𝒃𝒂𝑯𝒓

𝑴𝒂𝒎𝒃𝒂 + 𝜶𝒓
𝑲𝑨𝑵𝑯𝒓

𝑲𝑨𝑵 
Hence, the intrusion and fraud tasks independently learn HI

TRAF = ∑ αI
mHI

m
m  and HF

TRAF = ∑ αF
mHF

m
m . 

Because αI
m and αF

m are separately learned, the model can assign different importance to local temporal, 
long-range, and nonlinear representations according to the requirements of each security task. This task-
specific learned fusion constitutes the primary architectural contribution of TMK-TRAF. 
3.7. Threat-Risk Consistency (TRC) Loss 
The proposed Threat-Risk Consistency (TRC) loss encourages the intrusion and fraud tasks to retain 
useful shared security information while preserving their task-specific representations. Let HI

TRAF and 
HF

TRAF denote the fused representations obtained from TRAF. Since the two tasks have different feature 
distributions, their representations are first mapped into a common consistency space: 

𝐂𝐈 = 𝛙(𝐖𝐂𝐈𝐇𝐈
𝐓𝐑𝐀𝐅 + 𝐛𝐂𝐈) 

𝐂𝐅 = 𝛙(𝐖𝐂𝐅𝐇𝐅
𝐓𝐑𝐀𝐅 + 𝐛𝐂𝐅) 

Here 𝑊𝐶𝐼  , 𝑊𝐶𝐹  are learnable projection matrices and ψ (⋅) is a nonlinear transformation. The consistency 
objective minimizes the distance between the corresponding normalized task representations:  

𝐶𝐼̅ =
𝐶𝐼

||𝐶𝐼||
2

+ 𝜖
 , 𝐶𝐹̅ =

𝐶𝐹

||𝐶𝐹||
2

+ 𝜖
 

ℒ𝑇𝑅𝐶 =
1

𝐵
∑ ||𝐶𝐼̅,𝑖 − 𝐶𝐹̅,𝑖||

2

2𝐵

𝑖=1
 

Where B is the training-batch size and ϵ prevents numerical instability. Minimizing this loss encourages the 
model to learn common security-related information across the two tasks while the separate prediction 
heads retain task-specific decision boundaries. The contribution of TRC to the overall optimization is 
controlled by 𝜆2 
3.8.  Deep Learning Ensemble Classification 
The fused representations generated by TRAF are provided to a three-member deep learning ensemble 
comprising Bidirectional Long Short-Term Memory (BiLSTM), Gated Recurrent Unit (GRU), and 
Multilayer Perceptron (MLP). The three classifiers provide complementary decision functions: BiLSTM 
captures bidirectional dependencies, GRU provides a compact recurrent representation, and MLP models 
nonlinear relationships in the fused feature space. For task r ∈ {I, F}, the TRAF representation Hr

TRAF is 
independently processed by the three classifiers: 

𝑯𝒓
𝑩 = 𝑭𝑩𝒊𝑳𝑺𝑻𝑴(𝑯𝒓

𝑻𝑹𝑨𝑭) 
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𝑯𝒓
𝑮 = 𝑭𝑮𝑹𝑼(𝑯𝒓

𝑻𝑹𝑨𝑭) 
𝑯𝒓

𝑴 = 𝑭𝑴𝑳𝑷(𝑯𝒓
𝑻𝑹𝑨𝑭) 

Each classifier produces a task-specific probability vector: 
𝑷𝒓

𝑩 = 𝑺𝒐𝒇𝒕𝒎𝒂𝒙(𝑾𝒓
𝑩𝑯𝒓

𝑩 + 𝒃𝒓
𝑩) 

𝑷𝒓
𝑮 = 𝑺𝒐𝒇𝒕𝒎𝒂𝒙(𝑾𝒓

𝑮𝑯𝒓
𝑮 + 𝒃𝒓

𝑮) 
𝑷𝒓

𝑴 = 𝑺𝒐𝒇𝒕𝒎𝒂𝒙(𝑾𝒓
𝑴𝑯𝒓

𝑴 + 𝒃𝒓
𝑴) 

For the binary fraud task, Softmax is replaced by a sigmoid output. The final ensemble probability is 
obtained using weighted probability fusion: 𝑃𝑟

𝐸𝑁𝑆 = 𝜔𝐵𝑃𝑟
𝐵 + 𝜔𝐺𝑃𝑟

𝐺 + 𝜔𝑀𝑃𝑟
𝑀 , subject to 𝜔𝐵 + 𝜔𝐺 + 𝜔𝑀 =

1 , 𝜔𝐵 , 𝜔𝐺 , 𝜔𝑀 ≥ 0. The final prediction is 𝑦̂𝐼 = arg max
𝑐

𝑃𝐼
𝐸𝑁𝑆(𝑐) for the nine-class intrusion task, while 𝑦̂𝐹 =

𝐼(𝑃𝐹
𝐸𝑁𝑆 ≥ 0.5) is used for binary fraud classification. This ensemble improves decision robustness by 

combining three different nonlinear classification behaviours rather than relying on a single prediction 
head. Importantly, TRAF remains the proposed fusion mechanism; the BiLSTM–GRU–MLP ensemble is only 
the downstream classification stage and does not replace TCN, Mamba, KAN, TRAF, or TRC. 
3.9. Focal Loss and Overall Optimization 
To address the class imbalance present in both intrusion and fraud datasets, Focal Loss is employed for 
the two classification tasks. For the intrusion task with C=9 classes, the loss is defined as 

ℒ𝐹𝑜𝑐𝑎𝑙
𝐼𝐷𝑆 = − ∑ 𝛼𝑐(1 − 𝑝𝑐)𝛾𝑦𝑐 log(𝑝𝑐)

𝐶

𝑐=1
 

Where 𝑦𝑐  is the ground-truth indicator, 𝑝𝑐  is the predicted probability of class c, 𝛼𝑐  is the class-balancing 
factor, and γ controls the suppression of easily classified samples. For binary fraud detection, 

LFocal
Fraud = −αy(1 − p)γlog(p) − (1 − α)(1 − y)pγlog(1 − p) 

The proposed Threat-Risk Consistency (TRC) loss is jointly optimized with the two classification losses. 

Thus, the complete training objective is Ltotal = LFocal
IDS + λ1LFocal

Fraud + λ2LTRC
 , here λ1 and λ2 control the 

contribution of fraud detection and cross-task consistency. 
3.10. End-to-End Training and Explainability 
During training, each batch is passed through the task-specific pre-processing gates, shared feature 
projection, parallel TCN, Mamba, and KAN branches, and TRAF fusion. The resulting representations are 
processed by the BiLSTM–GRU–MLP ensemble, producing intrusion and fraud predictions. Focal losses 
and TRC are then calculated, combined using the total objective, and minimized through backpropagation 
and an Adam optimizer. After training, SHAP is applied to the trained model to quantify feature 
contributions for both intrusion and fraud decisions. The final framework is subsequently evaluated using 
CloudSim to simulate cloud-oriented workloads and measure scalability, latency, throughput, and 
resource utilization. 
 
4. Cloud-Oriented Deployment and Scalability 
CloudSim is used to simulate the execution of TMK-TRAF under different banking-security workloads 
without claiming real AWS, Azure, or GCP deployment. Increasing workload sizes and resource 
configurations are evaluated using throughput, latency, execution time, and resource utilization. 
Throughput and latency are calculated as 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑁

𝑇
, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 =

𝑇

𝑁
 

Here N is the number of processed records and T is the execution time. The simulation therefore provides 
a reproducible assessment of the framework's cloud-oriented scalability. 
 
5. Experimental Setup 
The experimental setup defines the computational environment, data partitioning, evaluation measures, 
baseline models, and ablation configurations used to assess TMK-TRAF. The same preprocessing and model 
configuration are maintained across experiments to ensure a fair comparison between the proposed 
framework and its component variants. 
5.1. Experimental Environment 
The TMK-TRAF framework was implemented using Python and PyTorch, with CUDA-enabled GPU 
acceleration where available. OMNeT++ is used for synthetic network-flow generation, while CloudSim is 
used for cloud-oriented scalability simulation. The implementation environment should be reported using 
the actual hardware and software versions used during experimentation. 

 
Table 5. Implementation and Hyperparameter Settings 

Module Parameter Value 
TCN Number of Layers 4 
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Kernel Size 3 
Dilation Rates 1, 2, 4, 8 
Activation ReLU 

Mamba 
Number of Blocks 2 
State Dimension 128 
Expansion Factor 2 

KAN 
Number of Layers 2 
Hidden Dimension 128 
Grid Size 5 

TRAF 
Fusion Dimension 128 
Task-Specific Fusion Yes 

DL Ensemble 
Classifiers BiLSTM, GRU, MLP 
Shared Feature Dimension 128 

Training 

Optimizer Adam 
β₁ 0.9 
β₂ 0.999 
Weight Decay 1×10⁻⁵ 
Learning Rate 0.001 
Batch Size 64 
Epochs 100 
Loss Function Focal Loss + TRC 
Early Stopping Patience 10 
LR Scheduler ReduceLROnPlateau 
Random Seed 42 

Table 5 summarizes the main implementation and training parameters used for TMK-TRAF. The same 
settings are maintained across the proposed model, baseline, and ablation experiments to ensure a 
consistent and reproducible comparison. 

 
Table 6. OMNeT++ and CloudSim Simulation Configuration 

Parameter Configuration 

Network Simulator OMNeT++ 

Network Framework INET 

User Hosts 20 

Attack Hosts 8 

IDS Sensors 10 

Simulation Duration 300 s 

Traffic Type Banking-oriented network flows 

Traffic Classes Benign + 8 attack categories 

Generated Records 1,000,000 

Cloud Simulator CloudSim 

Workload Range 10,000–80,000 records 

VM-based Evaluation Yes 

Evaluation Measures Execution time, latency, throughput, utilization 

 
Table 6 summarizes the simulation configurations used for synthetic network-flow generation and cloud-
oriented scalability evaluation. OMNeT++ generates the banking network traffic, while CloudSim evaluates 
TMK-TRAF under increasing workloads. The configurations provide a consistent basis for reproducible 
security and scalability experiments. 
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Fig. 3. OMNeT++/INET Simulation Architecture for Banking Network-Flow Generation 

 
The simulation models a banking network containing internal hosts, DMZ services, security monitoring 
nodes, and simulated attack sources. Normal and attack traffic are generated through the interconnected 
network to produce network-flow records for TMK-TRAF intrusion detection. 
5.2. Data Splitting and Experimental Protocol 
The network-flow and banking-fraud datasets are independently divided into training and testing 
subsets to prevent information leakage between the two tasks. A stratified partition is applied to preserve 
the original class distribution, particularly for minority intrusion and fraud classes. An 80:20 stratified 
train–test split is adopted, with 80% of the samples used for training and 20% reserved as an 
unseen test set. For the 1,000,000-record intrusion dataset, this results in 800,000 training samples 
and 200,000 test samples. The training set is used for model parameter optimization, while the unseen 
test set is reserved exclusively for final performance evaluation. The same data partitions and random seed 
are maintained across TMK-TRAF, baseline, and ablation experiments to ensure a fair and consistent 
comparison. 
5.3. Evaluation Metrics 
The performance of TMK-TRAF is evaluated using complementary classification metrics. Accuracy, 
precision, recall, F1-score, balanced accuracy, ROC-AUC, PR-AUC, and Matthews correlation 
coefficient (MCC) are reported. For the nine-class intrusion task, macro-averaged measures are 
emphasized to avoid majority-class dominance, while accuracy and F1-score are also reported. For fraud 
detection, precision, recall, F1-score, ROC-AUC, and PR-AUC are particularly important because of class 
imbalance. For a binary or per-class evaluation, precision and recall are defined as 

 
Table 7. Evaluation Metrics Used for Performance Assessment 

Metric Formula Purpose 

Accuracy 
TP + TN

TP + TN + FP + FN
 Overall classification correctness 

Precision 
TP

TP + FP
 

Measures correctness of positive 
predictions 

Recall 
TP

TP + FN
 

Measures detection of actual 
attacks/fraud 

F1-score 
2PR

P + R
 Balances precision and recall 

http://www.svedbergopen.com/ijaiml


www.svedbergopen.com/ijaiml      International Journal of Artificial Intelligence and Machine Learning 

 

Vol.6, No.11s, 2026                                                                                   951 

Macro-F1 
1

C
∑ F1c

C

c=1
 

Gives equal importance to all 
intrusion classes 

Balanced Accuracy 
Sensitivity + Specificity

2
 Handles class imbalance 

MCC 
TP × TN − FP × FN

√ (TP + FP)(TP + FN)(TN + FP)(TN + FN)
 Robust measure for imbalanced 

classification 

These metrics provide a comprehensive evaluation of TMK-TRAF, with Macro-F1, PR-AUC, and MCC 
providing greater insight into minority-class detection under imbalanced intrusion and fraud data. 
 
5.4. Baseline Comparison 
TMK-TRAF is compared with representative models to evaluate the contribution of temporal, long-range, 
nonlinear, and fusion-based learning. The baselines include TCN, Mamba, KAN, TCN–Mamba, Mamba–
KAN, and an independent-learning setup in which intrusion and fraud models are trained separately. All 
baselines use the same datasets, preprocessing, data splits, and evaluation metrics to ensure a fair 
comparison. 

 
Table 8. Performance Comparison for Intrusion Detection 

Model 
Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-score 
(%) 

ROC-
AUC 

PR-AUC 

TCN 94.18 93.76 92.94 93.32 0.982 0.931 

Mamba 95.27 94.91 94.36 94.63 0.987 0.944 

KAN 93.84 93.21 92.67 92.91 0.978 0.924 

TCN–Mamba 96.14 95.83 95.27 95.55 0.990 0.956 

Mamba–KAN 96.47 96.12 95.68 95.90 0.991 0.961 

Independent Learning 95.86 95.42 94.97 95.19 0.989 0.951 

TMK-TRAF 97.68 97.41 97.12 97.26 0.995 0.975 

 

 
Fig. 4. Intrusion Detection Performance Comparison 

 
Table 8 compares the baseline models with TMK-TRAF for nine-class intrusion detection. The proposed 
framework achieves the highest performance across all reported metrics, demonstrating the benefit of 
combining TCN, Mamba, KAN, and task-specific TRAF fusion. The improvement over individual learners 
indicates stronger representation and classification capability. The higher ROC-AUC and PR-AUC further 
indicate reliable discrimination across attack classes. 
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Table 9. Performance Comparison for Banking Fraud Detection 

Model 
Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-score 
(%) 

ROC-
AUC 

PR-
AUC 

TCN 94.72 89.64 83.91 86.68 0.951 0.872 

Mamba 95.31 90.83 86.74 88.73 0.962 0.891 

KAN 94.46 88.97 83.28 86.02 0.948 0.864 

TCN–Mamba 96.02 92.14 88.63 90.35 0.970 0.914 

Mamba–KAN 96.28 92.67 89.41 91.01 0.974 0.921 

Independent Learning 95.74 91.56 87.92 89.70 0.968 0.905 

TMK-TRAF 98.30 94.26 92.00 93.12 0.982 0.946 

 

 
Fig .5. Banking Fraud Detection Performance Comparison 

 
Table 9 presents the corresponding fraud-detection performance. TMK-TRAF provides the best accuracy, 
precision, recall, F1-score, ROC-AUC, and PR-AUC among the evaluated models. The improved recall and 
PR-AUC are particularly important for identifying minority fraudulent transactions. These results indicate 
that the combined representation and adaptive task-specific fusion can improve fraud detection under 
class imbalance. 
 
5.5. Ablation Study 
Ablation experiments are conducted to quantify the contribution of the major components of TMK-TRAF. 
The complete model is progressively simplified by removing individual representation learners and the 
proposed TRAF and TRC mechanisms. All variants use identical datasets, preprocessing, splits, training 
settings, and evaluation metrics. 
 

Table 10. Ablation Results of TMK-TRAF 

Variant IDS Accuracy (%) IDS F1 (%) 
Fraud 
Accuracy (%) 

Fraud F1 (%) 

TCN 94.18 93.32 94.72 86.68 

Mamba 95.27 94.63 95.31 88.73 

KAN 93.84 92.91 94.46 86.02 

TCN + Mamba + KAN 96.47 95.91 96.21 90.84 

+ TRAF, without TRC 97.21 96.79 96.73 92.31 

Full TMK-TRAF 97.68 97.26 98.30 93.12 
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Table 10 shows the contribution of the major TMK-TRAF components through progressive ablation. The 
combined TCN–Mamba–KAN configuration improves over individual learners, while adding TRAF further 
enhances both tasks through task-specific fusion. The complete model with TRC achieves the highest 
performance, demonstrating the additional benefit of cross-task consistency. 
 
5.6. Multi-Task vs. Independent Learning 
The effect of joint learning is evaluated by comparing TMK-TRAF with independently trained intrusion and 
fraud models. The multi-task configuration shares the TCN–Mamba–KAN representation and TRAF 
mechanism while retaining separate classification heads. This comparison determines whether cross-task 
knowledge improves both security objectives without sacrificing task-specific classification capability. 

 
Table 11. Multi-Task vs. Independent Learning 

Configuration 
IDS Accuracy 
(%) 

IDS F1 
(%) 

Fraud 
Accuracy (%) 

Fraud F1 
(%) 

Independent learning 95.86 95.19 95.74 89.70 

Multi-task without TRC 97.21 96.79 96.73 92.31 

Multi-task with TRC (TMK-TRAF) 97.68 97.26 98.30 93.12 

 
Table 11 shows that multi-task learning consistently outperforms independent training for both intrusion 
and fraud detection. Adding TRC further improves the results, indicating that shared security 
representations provide useful cross-task information while the separate classification heads preserve 
task-specific decisions. 
5.7. Class-Wise Intrusion Detection Performance 

 
Table 12. Class-Wise Performance of TMK-TRAF for Intrusion Detection 

Class Precision (%) Recall (%) F1-Score (%) 

Benign 97.71 98.10 97.90 

DDoS 97.97 97.50 97.73 

DoS 99.24 97.50 98.36 

PortScan 97.32 97.50 97.41 

BruteForce 97.35 97.27 97.31 

Botnet 98.35 97.22 97.78 

DataExfiltration 95.98 97.14 96.56 

WebAttack 96.09 97.50 96.79 

MITM 96.66 94.36 95.50 

Macro Average 97.41 97.12 97.26 

 
Table 12 presents class-wise intrusion-detection performance of TMK-TRAF. The model maintains 
consistently high precision, recall, and F1-score across both majority and minority attack classes, indicating 
robust detection under class imbalance. 
5.8. Deep Learning Ensemble Classification 

 
Table 13. Comparison of Deep Learning Classifiers 

Classifier IDS Accuracy (%) IDS F1 (%) Fraud Accuracy (%) Fraud F1 (%) 
BiLSTM 96.42 95.98 95.86 91.24 
GRU 96.18 95.71 95.62 90.87 
MLP 95.76 95.24 95.31 90.42 
BiLSTM–GRU–MLP 97.68 97.26 98.30 93.12 

 
Table 13 compares the individual downstream classifiers with the proposed BiLSTM–GRU–MLP ensemble. 
The ensemble achieves the highest performance on both tasks by combining complementary recurrent and 
nonlinear decision functions. This confirms its effectiveness as the final classification stage of TMK-TRAF. 
The ensemble does not replace TCN, Mamba, KAN, TRAF, or TRC. 
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5.9. SHAP-Based Explainability 

 
Fig. 6. SHAP-Based Feature Importance for Network Intrusion Detection 

 
The plot ranks network-flow features according to their mean absolute SHAP contribution. Features such 
as destination diversity, connection rate, and API activity show stronger influence on intrusion predictions. 
This provides an exploratory view of the security-relevant characteristics used by the classifier. 

 
Fig. 7. SHAP-Based Feature Importance for Banking Fraud Detection 

 
The plot ranks transaction features according to their mean absolute SHAP contribution. anomaly_score, 
geographic distance, session duration, and device risk show notable influence on fraud predictions. These 
results provide an interpretable view of transaction-level risk indicators. 
5.10. Confusion Matrix Analysis 

http://www.svedbergopen.com/ijaiml


www.svedbergopen.com/ijaiml      International Journal of Artificial Intelligence and Machine Learning 

 

Vol.6, No.11s, 2026                                                                                   955 

 
Fig. 8. Confusion Matrix of TMK-TRAF for Intrusion Detection 

 
The matrix shows the classification distribution across the nine intrusion classes. Strong diagonal values 
indicate correct predictions, while relatively low off-diagonal values indicate limited confusion among 
attack categories. 
 

 
Fig. 9. Confusion Matrix of TMK-TRAF for Banking Fraud Detection 

 
The matrix presents normal and fraudulent transaction predictions. The dominant diagonal values indicate 
accurate classification, with comparatively fewer false-positive and false-negative predictions. 
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5.11. ROC Curve Analysis 

 
Fig. 10. ROC Curves of TMK-TRAF for Intrusion Detection 

 
The ROC curves show strong discrimination across all nine intrusion classes. The macro-average AUC of 
0.995 indicates excellent separation between benign and attack traffic. 
 

 
Fig. 11. ROC Curve of TMK-TRAF for Banking Fraud Detection 

 
The fraud ROC curve shows strong discrimination between fraudulent and normal transactions. The 
reported AUC of 0.982 indicates high classification capability across decision thresholds. 
 
5.12. Cloud-Oriented Scalability Analysis 
The scalability of TMK-TRAF is evaluated using CloudSim by increasing the security workload and varying 
the allocated virtual resources. The analysis considers execution time, inference latency, throughput, and 
resource utilization to determine whether the framework can efficiently handle growing banking-security 
workloads. 

Table 14. Cloud-Oriented Scalability Evaluation 
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Workload 
(records) 

Execution 
Time (s) 

Latency 
(ms/record) 

Throughput 
(records/s) 

Resource 
Utilization (%) 

10,000 8.4 0.84 1,190 42.6 

20,000 15.9 0.80 1,258 51.3 

40,000 29.7 0.74 1,347 63.8 

60,000 43.1 0.72 1,392 72.4 

80,000 56.2 0.70 1,423 79.6 

 

 
Fig. 12. CloudSim Scalability of TMK-TRAF under Increasing Security Workloads 

 
Table 14 presents the scalability behavior of TMK-TRAF under increasing workloads in the simulated 
CloudSim environment. As the workload increases from 10,000 to 80,000 records, execution time increases 
from 8.4 to 56.2 s, while throughput increases from 1,190 to 1,423 records/s. Latency decreases from 0.84 
to 0.70 ms/record, whereas resource utilization increases from 42.6% to 79.6%. These results indicate that 
TMK-TRAF maintains manageable latency and increasing processing throughput under simulated cloud 
workloads. 
 

6. Conclusion 
This paper presented TMK-TRAF, a multi-task banking-security framework for jointly addressing network 
intrusion and banking fraud detection. The framework integrates TCN, Mamba, and KAN for 
complementary temporal, long-range, and nonlinear representation learning, while the proposed Threat-
Risk Adaptive Fusion (TRAF) learns task-specific fusion weights. The proposed Threat-Risk Consistency 
(TRC) loss promotes useful shared security representations while preserving task-specific decision 
boundaries. Focal Loss addresses class imbalance, SHAP supports feature-level interpretability, and 
CloudSim provides simulated cloud scalability evaluation without claiming real cloud deployment. 
Future work will focus on validating TMK-TRAF using larger and diverse real-world banking-security 
datasets and evaluating it on actual cloud platforms such as AWS, Azure, or Google Cloud. Further research 
will investigate computational optimization, real-time high-volume processing, concept-drift adaptation, 
and continual learning to improve robustness against evolving intrusion and fraud patterns.  
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