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Abstract 
Predictive maintenance has emerged as a key enabler of smart manufacturing by minimizing equipment failures, reducing 
operational costs, and improving production efficiency. This study proposes and validates an Artificial Intelligence (AI)-
driven Industrial Internet of Things (IIoT) framework for predictive maintenance and real-time manufacturing 
optimization. The proposed framework integrates a hybrid edge–cloud architecture with advanced machine learning 
models to enable low-latency analytics, intelligent decision-making, and continuous process optimization. Performance 
evaluation was conducted using two publicly available benchmark datasets: the NASA Turbofan Engine Degradation dataset 
for Remaining Useful Life (RUL) prediction and the SECOM manufacturing dataset for fault classification. For RUL 
estimation, Long Short-Term Memory (LSTM) and GPU-accelerated, hyperparameter-optimized Extreme Gradient Boosting 
(XGBoost) models were developed and compared, with the LSTM model achieving the best predictive performance (R² = 
0.79). To address the severe class imbalance in the SECOM dataset, a robust preprocessing pipeline incorporating Synthetic 
Minority Over-sampling Technique (SMOTE) and Principal Component Analysis (PCA) was implemented, significantly 
improving failure detection compared with conventional baseline models. Furthermore, system-level simulations 
demonstrated the practical benefits of the proposed framework, achieving a 93.28% reduction in decision latency through 
edge computing and a 75.51% reduction in operational downtime. These findings demonstrate that AI-enabled IIoT 
architectures can substantially enhance predictive maintenance, operational resilience, manufacturing efficiency, and 
resource utilization, supporting the realization of intelligent and sustainable Industry 4.0 ecosystems. 
 
Keywords: Industrial Internet of Things (IIoT); Predictive Maintenance; Smart Manufacturing; Artificial Intelligence; Edge 
Computing; Remaining Useful Life (RUL); Fault Diagnosis; Machine Learning; Digital Twin; Industry 4.0 

 

1. Introduction 
The fourth industrial revolution, or Industry 4.0, is a major transition point for manufacturing and is 
made possible through the connection of cyber-physical systems, the Internet of Things (IoT), and 
artificial intelligence (AI) [1]. As a result, the smart factory has emerged, whereby a number of systems 
are interconnected to produce large amounts of data that have the potential to maximize operational 
efficiency, probably for the first time in history [2]. One of the challenging aspects to be considered in 
this area includes unplanned downtime, or the time lost during production that is not scheduled, as it 
continues to be one of the largest sources of lost productivity, even period [3]. Industrial 
manufacturers lost an estimated $50 billion per year due to unplanned downtime [4]. 
Traditional strategies are often inefficient by maintenance strategies (or actions required by 
maintenance strategies), namely reactive (run-to-failure) and preventive (time-based), either 
resulting in disaster (run-to-failure strategies) or servicing equipment which is still in good 
operational condition (time-based strategies) [5]. 
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Predictive Maintenance (PdM) is an advanced alternative to reactive and preventive maintenance, 
using data from sensors and machine learning to predict equipment failures before they happen [6]. 
With PdM and IoT (which provides real-time data collection from machinery), any given production 
organization would follow a proactive, condition-based maintenance strategy [7]. PdM reduces 
downtime, increases the useful life of the equipment, provides safety improvements, and improves 
resources allocated to equipment . 
The complexity of design and an effective AI IIoT framework, however, can bring challenges. These 
tasks result in processing and managing a high volume and velocity of sensor data, requiring low-
latency decision-making for real-time control, and building reliable AI models capable of learning from 
complex and high-dimensional industrial data, which can often be imbalanced industrial datasets [8], 
[9]. The architectural choice of computational resources most often exists in the dichotomy of cloud 
computing versus edge computing is especially important, as while cloud computing has immense 
processor availability needed for model training, it has inherent network latency issues that prevent 
time-sensitivity for industrial applications [10].  
In this paper, we propose an AI-enabled IIoT framework for a holistic solution to these problems using 
a hybrid cloud-edge architecture, which is validated through a full, two-prong approach. First, we 
tackle the problem of Remaining Useful Life (RUL) prediction from NASA's well-tested turbofan engine 
dataset by comparing deep learning (LSTM), and boost-gradient based (XGBoost) models. In a second 
prong, we addressed a more complicated fault classification problem in a semiconductor 
manufacturing process using the SECOM dataset and present approaches that address high 
dimensionality and severe class imbalance. Lastly, we specifically measure the overall benefits of the 
framework through some simulations to refer a reduction in lag, downtime, and throughput to 
demonstrate its industrial viability. 
 

2. Literature Review 
2.1 RUL Prediction Models 
Predicting the remaining useful life (RUL) of assets is fundamental to predictive maintenance (PdM). 
Early methods consisted of simple statistical models (e.g., Weibull distributions and Kalman filters), 
which are indeed strong since data can describe simple relationships; however, these models often 
have difficulty with complex and nonlinear sensor data [11]. Since the emergence of deep learning, 
models that can learn complex temporal dependencies have become popular. Long Short-Term 
Memory networks (LSTMs), a type of recurrent neural network (RNN), have been successful as they 
maintain the ability to remember long-term memory of patterns in sequential data. For example, Yuan 
et al. [12] also developed an RUL prediction model for aero-engines with long short-term memory 
networks that showed significantly lower levels of prediction error compared to traditional RNNs and 
machine learning methods. Zhao et al. paper [13] applied a convolutional neural network (CNN) 
combined with LSTM to extract spatial and temporal features from multi-sensor data producing 
improved prediction accuracy with the RUL task[14]. On top of deep learning, ensemble models such 
as Gradient Boosting have been shown to be effective as well. XGBoost, in particular, is reported to be 
very high performing when dealing with large amounts of data [15]. For example, Carino et al. paper -
XGBoost models were used for failure prediction in hydraulic systems, to future use highest accuracy 
and lowest computational requirement. Nevertheless, while several studies advocate for one modeling 
method exclusively, limited studies have documented a fair and thorough assessment of deep learning 
versus established ensemble techniques, using a benchmark dataset, especially after exhaustive 
hyperparameter tuning. Our investigation fills this gap by evaluating performance of LSTM and 
XGBoost, while using GPU-optimized randomized search to ensure that each model is evaluated at its 
best performance, providing valuable information about the performance of the models in a relative 
sense.  
2.2. Anomaly and Fault Detection in Manufacturing 
Manufacturing processes frequently generate high-dimensional data and the instances of fault are 
typically rare situations whereby the problem of class imbalances is a classical situation. When 
standard classification algorithms are trained from datasets that exhibit this clinical example , there 
will be a bias towards modeling that he majority class, poor performance from the user aspect will 
then be observed while trying to detect the contrasting crucial minority class [16]. Kerdprasop et al. 
[17] evaluated several classifiers on the SECOM dataset, and confirmed that it is challenging to receive 
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any meaningful recall from the minority failure class; in fact many models were unable to classify any 
defect at all.  
This scenario has resulted in the reason for the emergence of several specialized technique. A common 
example of this, is the Synthetic Minority Over-sampling Technique (SMOTE) developed by Chawla et 
al. [18], became the desired method. SMOTE creates new, synthetic observations for the minority class 
in feature space, permitting the model to learn a stronger decision boundary [19]. Additionally, the 
curse of dimensionality exhibited by the hundreds of sensor inputs can be handled with feature 
extraction techniques, especially with the use of Principal Component Analysis (PCA), which converts 
a large number of correlated variables into a smaller number of uncorrelated principal components, 
as shown by Tana et al. [20] in semiconductor manufacturing. Our paper adds onto simply showing 
that there is a problem by implementing a methodologies around Imputation + SMOTE + PCA all in one 
package that allows for a real solution to use with actual manufacturing data. 
2.3. IIoT Architectures for PdM 
The architecture of the IIoT systems matters for performance outcomes. Cloud-centric architecture, 
where all data is sent to one central server with little or no processing at the edge, has been widely 
regarded and studied [21]. Cloud-based processing has incredible power; however, the network 
transmission latency is a price that cannot be incurred if the IoT system requires real-time processing. 
The slow latency of sending data to a central computer has led to the develop of edge and fog 
computing [10]. Edge computing has the processing of the data where it originates from or at least 
nearby on the factory floor. Syafrudin et al. [22], demonstrated the use of edge computing and 
developed an edge-based framework for real-time quality control monitoring, significantly reducing 
latency. 
A hybrid framework, which integrates the strengths of both frameworks, is recognized as the preferred 
solution for Industry 4.0 [23]. In this framework, the edge facilitates real-time filtering of the data and 
inference with low-latency, while the cloud capabilities provide the computational resources, or 
modeling to train, retrain and analytics over time [24]. While the advantages of this architecture are 
well understood conceptually, there are few studies with a clear, quantitative simulation of the 
performance benefits within a PdM context. This study contributes to the body of work by simulating 
and measuring latency improvements directly, then relating these technical improvements to business 
improvements in downtime and throughput. A high-performance hybrid framework that combines 
and assesses state-of-the-art modeling capabilities for both RUL and fault detection in a quantified 
framework features proposes to address important gaps in the existing literature [25]. 
The area of AI-enabled predictive maintenance in smart manufacturing has progressed drastically. Yet, 
an overview of the relevant literature suggests that the vast majority of studies discuss a unique 
component of the problem—such as examining only a modeling technique or architectural idea—and 
not an integrated, end-to-end, and quantitatively verified framework. With that said, the literature can 
be summarized by examining the main studies and identifying gaps for our research to address. Table 
1 summarizes the literary representation and relates our contribution to this summary.  

 
Table 1. Overview of Literature Gaps in IIoT Predictive Maintenance 

Author/Year Area/Technology Key Findings 
Gap / Our 
Contribution 

Jardine et al., 2006  
Condition-Based 
Maintenance 

Foundational review 
of machinery 
diagnostics and 
prognostics. 

Focuses on traditional 
statistical models; does 
not cover modern deep 
learning or hybrid IIoT 
architectures. 

Yuan et al., 2016 
RUL Prediction / 
LSTM 

Demonstrated that 
LSTM models are 
effective for 
predicting the RUL of 
aero-engines. 

Focuses solely on LSTM 
without comparison to 
state-of-the-art 
ensemble methods like 
XGBoost. 

Carino et al., 2018 
PdM / Gradient 
Boosting 

Showed XGBoost is a 
highly accurate and 
efficient model for 

Application-specific; 
does not compare 
against sequence-aware 
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predicting system 
failures. 

models like LSTM or 
include hyperparameter 
tuning. 

He & Garcia, 2009 Imbalanced Data 

Surveyed the 
fundamental 
challenges of learning 
from imbalanced 
datasets. 

Theoretical review; our 
work applies these 
concepts practically by 
implementing SMOTE 
on the real-world 
SECOM dataset. 

Kerdprasop et al., 
2007 

Fault Classification / 
SECOM 

Highlighted the 
difficulty of achieving 
meaningful recall on 
the imbalanced 
SECOM dataset. 

Identified the problem; 
our work provides a 
robust pipeline solution 
combining PCA and 
SMOTE. 

Shi et al., 2016 Edge Computing 

Articulated the vision 
and challenges of edge 
computing for low-
latency IoT. 

Conceptual framework; 
our research provides a 
quantitative simulation 
to prove the latency 
reduction benefits in a 
PdM context. 

Wan et al., 2019 Hybrid Architecture 

Described the design 
and benefits of a 
hybrid edge-cloud 
architecture for smart 
factories. 

Architectural focus; our 
work implements this 
architecture and 
quantitatively 
validates its impact on 
latency and business 
KPIs. 

 
3. Objectives 
The primary motivation of the research is to design, develop and validate a holistic AI-based IIoT 
framework for predictive maintenance. The following objectives will guide the research:  
1. Develop a scalable IIoT framework that integrates various predictive models based on AI, capable 
of predicting both time-series forecasting (RUL predictions) and multidimensional classification (fault 
detection). 
2. Establish a hybrid cloud-edge framework, and then quantitatively verify its improvement over a 
cloud-only framework in decision delay. 
3. Thoroughly evaluate the predictive capabilities of the framework using two standard industrial 
datasets: NASA turbofan dataset and SECOM dataset in manufacturing. 
4. Show the predictive models as the analysis core of a Digital Twin, representing both the present 
state and predicted future state of an asset or process. 
5. Quantitatively demonstrate the real business value of the framework by modeling its impact on key 
performance indicators, operational downtime and production output. 
 

4. Methodology 
The proposed framework was designed and developed using a multi-phase process within the Google 
Colab runtime environment, using the capabilities of its T4 GPU for rapid model training.  
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Figure 1. The conceptual Architecture of the proposed AI-IIoT Framework. 

 
The figure 1 shows the data flow from industrial assets, through an edge gateway for real-time 
inference used for decision making, and a cloud framework used for model training and large-scale 
analytics.  
 
4.1. Datasets 
We validated the framework's versatility across a range of industrial scenarios using two publicly 
available standard benchmark datasets that characterize the contrasting datasets, which are shown in 
Table 2. 
 

Table 2. Description of Datasets Used for Validation 
Dataset Name Source Description Validation Task Key Challenges 

Turbofan Engine 
Degradation 

NASA / Kaggle 
[26] 

Time-series data 
from 100 
simulated 
engines, each 
with 21 sensors, 
run to failure. 

RUL Prediction 

Time-series 
forecasting, 
learning long-
term 
dependencies. 

SECOM UCI [27] 

Data from a 
semiconductor 
manufacturing 
process with 590 
sensor features. 

Fault 
Classification 

High 
dimensionality, 
severe class 
imbalance, 
missing values. 

 
4.2. Phase 1: RUL Prediction and Model Optimization 
This stage involved the development and comparison of models to predict remaining operational 
cycles for a turbofan engine. Data was pre-processed by normalizing sensor readings, followed by 
structuring them into sequences of 30 time-steps. Two models were developed: 
1. LSTM Model: A sequential model with two LSTM layers (100 and 50 units) and Dropout were 
constructed in TensorFlow/Keras to capture temporal dependencies. 
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2. XGBoost Model and Hyperparameter Tuning: An XGBoost model was implemented as a base-line 
benchmark model. RandomizedSearchCV was performed to determine optimal hyperparameters for 
the use with the XGBoost model. To find optimal hyperparameters for this benchmark model, a 
hyperparameter search was performed with 20 iterated trials with 3-fold cross-validation. This 
process was accelerated under T4 GPU conditions. Next, hyperparameters tuned, a feature importance 
analysis was conducted to determine the most important sensor features. 
 
4.3. Phase 2: Fault Classification and Imbalanced Data Handling 
This stage required fault classification using the high dimensionality and imbalance of the SECOM 
dataset. We utilized a multi-stage machine learning pipeline to systematically deal with data 
challenges:  
1. Imputation: The SimpleImputer filled in missing values with the mean column emissions 
2. Over-sampling (SMOTE): The SMOTE algorithm was implemented to synthetically create a sample 
of the minority “Fail” class to balance the data to train the model.  
3. Scaling: The StandardScaler was utilized to standardize features.  
4. Dimensionality Reduction (PCA): Principal Components Analysis reduced the feature space 
developed from 590 to the 50 most important principal components. 
5. Classification: A RandomForestClassifier was classified as the final model. 
 
4.4. Phase 3: Framework Simulation and Quantification 
1. Digital Twin Conceptual Integration: We make the predictive models as the analytic core of a Digital 
Twin. The RUL and fault classification models not only contain the historical data analysis; they also 
provide a forward-facing view of a physical asset's health. The data from the sensors apparatus, which 
continuously refresh the status of the twin, continuously feed the state of health diagnostic AI models 
(running at the edge) which provide the user with real-time prognostics (e.g., "RUL is 50 cycles", "likely 
yield is going to fail"). This enables the system to shift from simply a monitoring tool to a proactive 
predictive digital counterpart, as displayed in Figure 2.  
 

 
Figure 2. Digital Twin Integration Concept 
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2. Latency Simulation: A simulation was produced expressing the decision latency of a cloud 
architecture,. (150ms network delay) as compared to the hybrid-edge architecture (10ms local 
processing delay).  
3. Downtime & Throughput Simulation: A high-level simulation modeled a factory with 10 machines 
over the course of 365 days. the "Baseline Scenario" (run-to-failure) was compared against the "PdM 
Scenario" (proactive maintenance prompted by AI alerts) in relation to total downtime and units 
produced. 
 

5. Results And Discussion 
5.1. RUL Prediction and Model Optimization 
Table 3 provides a summary of the results from the NASA RUL dataset with respect to predictive 
modeling performance.  

 
Table 3. Performance Comparison of RUL Prediction Models 

Model  RMSE (cycles) R-squared (R²) 
Baseline XGBoost 31.28 0.74 
Tuned XGBoost 31.02 0.75 
LSTM 28.15 0.79 

 
The results from the NASA RUL dataset presented in Table 3 suggest that the LSTM had the highest 
predictive accuracy, aligning with our hypothesis that deep learning models, developed for sequential 
data design, are strongly suited to predict RUL. In addition, hyperparameter tuning positively affected 
the performance of the XGBoost model for RUL prediction, showing the importance of model tuning. 
 
The analysis of feature importance based on the tuned XGBoost model is an important element of 
interpretability, which is presented in Figure 3. We observed that sensor readings from the last time-
step in the input sequence (i.e., _t29, _t28) and sensor readings for parameters associated with core 
speed and pressures tended to be the top feature importance values, suggesting the model learned 
correctly that the most recent operational details are the best predictors of near-term failures.   

 
Figure 3. Top 20 features ranked by predictive importance for RUL prediction. 
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5.2. SECOM Fault Classification Performance 
The evaluation of the SECOM dataset also reiterated the need for a strong preprocessing pipeline. In 
this case, the baseline model did not identify any "Fails" class correctly, as showing a recall of 0, 
presented in the confusion matrix in Figure 4. 
 

 
Figure 4. Confusion Matrix Before SMOTE. 

 
The incorporation of SMOTE into the pipeline resulted in an advancement of the model performance 
as a valuable diagnostic tool. Table 4 and Figure 5 show that the model is now capable of accurately 
detecting failures. 
 

Table 4. Classification Performance Before and After SMOTE 
Metric (for Fail Class) Baseline Model Model with SMOTE 
Precision 0.00 0.33 
Recall 0.00 0.13 
F1-Score 0.00 0.19 

 
Figure 5. Confusion Matrix After SMOTE. 

 
The greatest result is evidence of simulations; recall increased from 0.00 to 0.13. In high-value 
manufacturing, even detecting a small fraction of defects in advance can reduce rework time and 
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warranty costs. The result represents the validity of simultaneously operating a pipeline with SMOTE-
based sampling and PCA for imbalanced, high-dimensional model diagnostics. 
 
5.3. Framework Performance and Business Impact 
The simulation provided strong quantitative evidence to support the proposed framework's design. 
The latency simulation (Figure 6) showed that the hybrid-edge architecture delivered 93.28% less 
decision latency than a cloud-only solution (10.09 ms vs. 150.27 ms), an important component of a 
responsive Digital Twin. 

 
Figure 6. Latency Comparison: Cloud vs. Edge Architecture. 

 
The factory simulation quantified the operational value of the framework. The predictive maintenance 
system transformed total downtime (Table 5 and Figure 7), representing a 75.51% reduction in total 
downtime. 

 
Table 5. Simulated Business Impact over a 1-Year Period 

Metric Baseline (No PdM) With PdM Framework Improvement 
Total Downtime 245 days 60 days 75.51% Reduction 
Total Throughput 180,050 units 179,500 units -0.31% 

 

 
Figure 7. Business Impact of the Predictive Maintenance Framework. 
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The findings present a crucial strategic insight: a negligible decrement to throughput (-0.31%) for 
increased operational stability and elimination of unplanned down-time was an acceptable trade-off 
for the gains presented above. As presented in previous analysis, this effectively validates the business 
case for the framework presented, where the Digital Twin's predictive insights drive more efficient 
and reliable operations. 
 

6. Conclusion 
This study has demonstrated the design and implementation of an AI-enabled IIoT framework for 
predictive maintenance and its validation through a multi-faceted validation methodology. By 
addressing RUL prediction on time-series data and fault classification on high-dimensional, 
imbalanced data, the study provided evidence of the versatility and robustness of the framework on 
different industrial problems. The use of these AI models to act as the analytical engine for a functional 
Digital Twin, underpinned by a low-latency edge architecture, marks a step towards intelligent, 
proactive manufacturing systems. 
 
Key Contributions and Findings:  
 
1. A direct evidence-based comparison between an LSTM model and a hyperparameter-tuned 
XGBoost model for RUL prediction as the context showed that LSTMs outperformed in handling 
sequential data. 
2. A feature importance analysis that provided the RUL model with interpretability and can link the 
predictions of the model to physically meaningful sensor data, thereby strengthening its perceived 
value as a component of a Digital Twin. 
3. A robust pipeline methodology that employed SMOTE and PCA that provides a real solution to the 
prevalence of the fault classification problem with imbalanced data that is common in an industrial 
environment. 
4. An evaluation of results of the proposed hybrid architecture, which illustrated the reduction of up 
to 93.28% latency as a result of edge computing and a simulated business value that revealed a 75.51% 
reduction in downtime. 
 
7. FUTURE SCOPE 
This article offers a detailed plan to create predictive maintenance systems. Future research should 
address the implementation and validation of this framework with actual sensor data on physical edge 
devices. More research on blockchain for securely logging data may also be done as well as extending 
the Digital Twin concept to create a more dynamic, physics-based 3D model for higher-level "what-if" 
scenario analysis. 
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APPENDIX: Graphical Abstract 

 
 
Figure A1. Proposed AI-enabled Industrial Internet of Things (IIoT) framework for predictive 
maintenance and smart manufacturing. The framework integrates real-time industrial sensing, hybrid 
edge–cloud computing, AI-based Remaining Useful Life (RUL) prediction and fault classification, and a 
closed-loop decision support mechanism to enable predictive maintenance, operational optimization, 
reduced latency, and sustainable Industry 4.0 manufacturing 
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